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A Bit About BITS

B CEO-created and CEO-driven Technology and
Business Strategy Group

B Sister organization to The Financial Services
Roundtable

B Founded in 1996 to address areas in which there is
need for collaborative industry action

B Focuses on emerging technologies, payments and
e-commerce

B Two membership categories:
— BITS Members
— BITS Affiliates

BITS
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Imperative for Collaborative Action
Exists in a Number of Areas

Payments and Delivery
Channels

Legal and Public

Business
Practices and
Standards

Industry
Infrastructure

ecurity and Risk
Management

E-Commerce Market

Development B l TS
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The BITS Value Proposition

Addresses cutting edge issues from a CEO perspective.

Marshals key players to respond quickly to industry
ISsues.

Provides strategic as well as tactical direction.

Accomplishes as an industry what individual institutions
cannot.

Reduces the risk of legislation and regulation.

Mitigates threats, reduces industry costs, identifies new
business opportunities and increases revenue.

Shares intellectual capital and enables peer-to-peer

' BITS
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Examples of BITS Deliverables

BITS FSR Crisis Communicator

BITS FSR Crisis Management Process: Members’ Manual of
Procedures

BITS Voluntary Guidelines for Aggregation Services

BITS Framework for Managing Technology Risk for Information
Technology (IT) Service Provider Relationships

BITS Guidelines for Mobile Financial Services

Business Method Patents White Paper

Consumer Privacy Research and Business Implications
EA/ECP Business Model and Tool (Updated 2002)
E-Insurance Technology Risk Transfer Gap Analysis Tool

Fraud Prevention Technologies in a Truncation Environment White
Paper

Security Profiles and Testing Process for
E-Commerce Products B l TS
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BITS Information Security Related
Priority Initiatives

® Crisis Management Coordination
— Telecommunications

M |T Service Providers

W Security & Risk Assessment
— BITS Product Certification Program
— Critical Infrastructure Protection
— Operational Risk Management
— Regulation / Compliance
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Crisis Management

Initiative Objectives

Benefits

Crisis Management Develop short-term

Coordination and long-term crisis
coordination
management
strategies, with
emphasis on
preparation and
communications

Security, reliability,
continuity and protection
of the Nation’s critical
financial services
Infrastructure

BITS Contacts: John Carlson B l | S
Teresa Lindsey
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Crisis Management Activities

B The BITS Crisis Management Working Group was
formed to coordinate member crisis management
activities to ensure we are prepared if a disaster were
to occur today. Activities are focused in the following
areas:

— CEO Crisis Communications Coordination

— Scenario Building

— Event Management
Key Messages for Maintain Public Confidence
Best Practices

Liaison to Key Government Agencies and Critical
Infrastructure Industries

BITS
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Crisis Management -
Telecommunications Focus

B Develop a White Paper on critical issues and
potential solutions to be used for discussions.

B Schedule CEO to CEO discussions with key vendors.

B Schedule CEO to Regulator discussions with key
regulators.

B Draft letters addressing issues through business
practices and public policies.

M Draft letters making issues known to the industry
through business requirements.
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IT Service Providers

Initiative Objectives Benefits

IT Service Providers Reduce risk and Provide better control
liability; provide over business practices

framework for Fls to related to security and
negotiate and contract privacy,; spread risk and
with service providers liability

and outsourcers

BITS Contacts: Faith Boettger B l | S
John Carlson
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BITS Framework for Managing
Technology Risk for ITSPs

B Intended for use as a guiding document and
set of criteria against which IT service
provider relationships can be effectively
evaluated and managed.

® Intended to complement regulatory guidance
and requirements; sets voluntary industry
guidelines for risk-based management of IT
service provider relationships.
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BITS ITSP Framework Elements

B Framework Application and Flow Chart
B Business Decision to Outsource

B RFP Considerations

® Due Diligence Considerations

B Contractual, Service Level and Insurance
Considerations

B Procedures Supporting Specific Controls
B Implementation and Conversion Plan

B Ongoing Relationship Management B l —I—S
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ITSP Framework Phase ||

Education and Awareness: Gain broad acceptance of the BITS
Framework for Managing Technology Risk for IT Service
Provider Relationships among key stakeholders.

Vendor Management: Identify and share industry best practices
and considerations for relationship and risk management of IT
service provider relationships.

Crisis Management: Update BITS Framework to include crisis
management/business continuity issues for service providers.

Security Assessments: Identify industry, regulatory and
Framework requirements for third-party audits and
assessments.

Cross-Border: Identify industry issues and best practices

related to cross-border outsourcing.
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Security & Risk Assessment (SRA)

Initiative Objectives Benefits

Security and Risk Enhance safety and Enhance e-commerce and

Assessment soundness for FIs and payments security; share
their customers; knowledge of successful
address issues of strategies for
operational risk; development of secure
create security criteria infrastructures; reduce
for need for regulation or
e-commerce products legislation

BITS Contacts: John Carlson B l | S
Laura Lundin
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SRA — BITS Product
Certification Program

B I[mprove the baseline
security of products that
are used in the financial
services industry.

B Provide an opportunity

to leverage independent
testing efforts including
common criteria testing.

B Provide an outward
facing seal to visibly
Identify products that
meet the criteria.
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SRA - Critical Infrastructure
Assurance

B Critical Infrastructure Assurance addresses the
growing interdependencies between core sectors
such as telecommunications, transportation, electric
power and financial services in e-commerce and
requires a partnership between providers, customers

and intermediaries to ensure a secure environment.
— National Strategy for Critical Infrastructure Protection

— Cross Sector Cooperation through the Partnership for
Critical Infrastructure Security (PCIS)

— Financial Services Information Sharing and Analysis Center

(FS/ISAC)
B | TS
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SRA - Operational Risk
Management

m Develop a common body of high risk factors for the
Industry related to information security that
Influence operational risk models.

H Establish metrics and measurement
methodologies.

m Provide sound practices for preventing the
likelthood of occurrence and/or diminishing the
resulting damage for information security risk
events.
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SRA - Regulation / Compliance

B Analysis involves the SRA in sharing experiences on
how regulators are interpreting the new
cybersecurity and other security requirements, as
well as the institutional impact of implementing these

regulations

— Gramm-Leach-Bliley Section 501B

— FFIEC Information Systems Handbook pending update
B Periodic discussions with regulatory agencies to

facilitate industry dialogue.

BITS
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Appendix




For More Information:
BITS@fsround.org; Tel. (202) 289-4322
www.BITSinfo.org

BITS Staff Contacts

Catherine A. Allen, CEO cathy@fsround.org

Tanya Bailey, Senior Director Meetings tanya@fsround.org

Wattie Bennett, Executive Assistant wattie@fsround.org

Faith Boettger, Senior Consultant faith@fsround.org

John Burke, Outside Counsel jburke @foleyhoag.com

John Carlson, Senior Director, john@fsround.org

Cheryl Charles, Senior Director cheryl@fsround.org

Elaine Clayton, Administrative Assistant elaine@fsround.org
Teresa Lindsey, Chief of Staff, Senior Director teresa@fsround.org
Laura Lundin, Senior Director laura@fsround.org

Leslie Mitchell, Director leslie@fsround.org

Carrie Neckorcuk, Manager of Human Resources carrie@fsround.org
Ann Patterson, Manager Member Relations ann@fsround.org
Margaret Prior, Administrative Assistant margaret@fsround.org
Gary Roboff, Senior Consultant gary@fsround.org

Iris Simpson, Administrative Assistant iris@fsround.org

Robin Slade, Director robin@fsround.org

Susanna Space, Communications Manager susanna@fsround.org
Ben Stafford, Project Manager ben@fsround.org

Keviar Warner, Project Manager keviar@fsround.org
Heather Wyson, Project Manager heather@fsround.org
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BITS Board of Directors

Chair:
James E. Rohr

Vice Chair:
Charles K. Gifford

James H. Blanchard
Timothy C. Coughlin
James Dimon
Richard D. Fairbank
Jerry A. Grundhofer
David Hayes
Thomas E. Hoaglin

Richard M. Kovacevich
Donald H. Layton
Kenneth D. Lewis
Martin G. McGuinn

© BITS 2003

Chairman and CEO

President and COO

Chairman and CEO
President

Chairman and CEO
Chairman and CEO
President and CEO
President and CEO
President and CEO

Chairman and CEO
Vice Chairman

Chairman, President and CEO

Chairman and CEO

The PNC Financial Services Group

FleetBoston Financial Corp.

Synovus

Riggs National Corporation
BANK ONE Corporation
Capital One Financial Corp.
U.S. Bancorp

Security Bank (ICBA)

Huntington Bancshares
Incorporated
Wells Fargo & Company

J.P.Morgan Chase & Co.
Bank of America Corporation
Mellon Financial Corporation
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BITS Board of Directors, cont.

Eugene A. Miller Chairman, President and CEO Comerica Incorporated

Page Ogden President and CEO Britton & Koontz First National Bank
(ABA)
Thomas A. Renyi Chairman, President and CEO The Bank of New York

Edward B. Rust, Jr. Chairman and CEO State Farm Mutual Automobile
Insurance Company
G. Kennedy Thompson Chairman, President and CEO Wachovia Corporation

David Weinstein Chief of Administration Fidelity Investments
Robert Willumstad CEO, Consumer Group Citigroup

Founding Board Members Emeritus

Spencer F. Eccles Chairman Wells Fargo Intermountain Banking
Region

Terrence Murray Chairman and CEO FleetBoston Financial Corp.

BITS
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BITS Advisory Group

Austin Adams
David H. Annis

Sandy Arnold

Tim Arnoult
Gregor Bailar
Mary Ellen Baker
Harry Baxter
John R. Beran
Danne Buchanan
David M. Carroll
Bill Chenevich
Brenda Clancy
Jan Cloyde
Charles C. Cornelio
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Chief Technology Officer
Group Senior Vice President & CIO

Vice President, Enterprise
Technology

Chief Technology Officer

Chief Information Officer
Executive Vice President

Vice Chairman

Executive Vice President & CIO
Vice President

Executive Vice President

Vice Chairman

Senior Vice President & Treasurer
Executive Vice President
Executive Vice President & CIO

BANK ONE CORPORATION

The Hartford Financial Services
Group, Inc.

State Farm Mutual Automobile
Insurance Company

Bank of America Corporation
Capital One Financial Corporation
FleetBoston Financial Corporation
BancorpSouth, Inc.

Comerica, Inc.

Zions Bancorporation

Wachovia Corporation

U.S. Bancorp

AEGON USA, Inc.

City National Bank
Jefferson-Pilot Corporation

BITS
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BITS Advisory Group

Brian Cregg

Jean Davis

Wilton Doloff
Webb Edwards
Jerry Gross
Grayson Hall
Kenneth M. Harvey
Theodore J. Hoepner
Michael C. Keller
Rich Malone
Donald Monks
Robert Muth
Clayton D. Pledger
Linda Rinner
Louis Rosenthal
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Executive Vice President
Executive Vice President
Executive Vice President
Executive Vice President & CTO
Vice Chairman & CIO
Executive Vice President
Executive Vice President & CIO
Vice Chairman

Executive Vice President & CIO
Chief Information Officer

Senior Executive Vice President
Chief Administrative Officer
Executive Vice President & CIO
Senior Vice President
Executive Vice President

Allfirst, Inc.

Wachovia Corporation
Huntington Bancshares Incorporated
Wells Fargo & Company
Washington Mutual, Inc.
AmSouth Bancorporation
Household International, Inc.
SunTrust Banks, Inc.
Nationwide Insurance Enterprise
Edward Jones Investments

The Bank of New York

HSBC USA Inc.

Compass Bancshares, Inc.
Northern Trust Bank

BITS
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BITS Advisory Group

Timothy G. Shack
Stephen A. Schutze

David M. Szego
Mel Taub
Viveca Ware

Susan J. Webb
Lisa L. White
Leigh Williams

Leon Wilson
Allan Woods
William K. Wray
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Executive Vice President & CIO
Director, eStrategies

Senior Vice President
Corporate Technology Officer
Director of Payment Systems

Executive Vice President
E-Commerce Executive

Senior Vice President & Chief
Privacy Officer

Executive Vice President
Vice Chairman & CIO
Executive Vice President & CIO

The PNC Financial Services
Group, Inc.

American Bankers Association
(ABA)

Riggs Bank
Citigroup, Inc.

Independent Community Bankers
of America (ICBA)

J.P. Morgan Chase & Co.
Synovus
Fidelity Investments

BB&T Corporation
Mellon Financial Corporation
Citizens Financial Group, Inc.

BITS
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BITS Members

ABN-AMRO North America, Inc.
ACE INA

AEGON USA, Inc.

Allfirst Financial, Inc.

Allianz Life Insurance Company of
America of North America

Allied Capital Corporation
AMCORE Financial, Inc.
American General
AmSouth Bancorporation
Aon Corporation
Associated Banc-Corp
AXA Financial, Inc.
BancorpSouth, Inc.
BancWest Corporation

© BITS 2003

Bank of America Corporation
The Bank of New York Company, Inc.

Bank of Tokyo-Mitsubishi Trust
Company

BANK ONE CORPORATION
BB&T Corporation

Capital One Financial Corporation
The Charles Schwab Corporation
Charter One Financial, Inc.

The Chubb Corporation

Citigroup Inc.

Citizens Financial Group, Inc.
City National Corporation

BITS
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BITS Members

Comerica Incorporated
Commerce Bancshares, Inc.
Compass Bancshares, Inc.

Credit Suisse First Boston
Cullen/Frost Bankers, Inc.
Edward Jones Investments
F.N.B. Corporation

FMR Corp. (Fidelity Investments)
Fifth Third Bancorp

First Commonwealth Financial
Corporation

First National of Nebraska, Inc.
First Tennessee National

Countrywide Credit Industries, Inc.

First Virginia Banks, Inc.
FleetBoston Financial Corporation
Ford Financial

Fortis, Inc./Assurant Group

Fulton Financial Corporation

General Motors Acceptance
Corporation

The Goldman Sachs Group, Inc.
Guaranty Financial Services
Harris Bankcorp, Inc.

The Hartford Financial Services
Group, Inc.

Hibernia Corporation

Corporation B l TS
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BITS Members

Household International, Inc.
HSBC USA Inc.
Hudson United Bancorp

Huntington Bancshares
Incorporated

ING Americas
Jefferson-Pilot Corporation
J.P. Morgan Chase & Co.
KeyCorp

Legg Mason, Inc.

M&T Bank Corporation
Marshall & llsley Corporation
MassMutual Financial Group
MBNA Corporation

Mellon Financial Corporation
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Mercantile Bankshares Corporation
Merrill Lynch & Co., Inc

MetLife, Inc.

Minnesota Life Insurance Company
National City Corporation

National Commerce Financial
Corporation

Nationwide
Northern Trust Corporation
Old National Bancorp

Pacific Century Financial
Corporation

The PNC Financial Services Group,

BITS
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BITS Members

Provident Bankshares Corporation

Provident Financial Group, Inc.
Providian Financial Corporation
Raymond James Financial, Inc.
RBC Centura Banks, Inc.
Regions Financial Corporation
Riggs National Corporation

Sky Financial Group, Inc.
SouthTrust Bank

The St. Paul Companies, Inc.
State Farm Insurance Companies
State Street Corporation
SunTrust Banks, Inc.

Synovus

UBS Warburg LLC

Union Planters Corporation
U.S. Bancorp

United Bankshares, Inc.
USAA

Wachovia Corporation
Waddell & Reed Financial, Inc.
Washington Mutual, Inc.
Wells Fargo & Company
Whitney Holding Corporation
Zions Bancorporation

Zurich North America

BITS
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BITS Affiliate Members

American Bankers Association (ABA)
America's Community Bankers (ACB)
Association for Payment Clearing Services (APACS)
Canadian Bankers Association (CBA)

Canadian Payments Association (CPA)

CUNA

ECCHO

Independent Community Bankers of America (ICBA)
\PAY @ 3 VAN
PULSE EFT
VISA USA
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