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|ntegrity

* Beginsat the Top,
 Permeatesthe Organization,

* Existsin a Complex Environment




Gover nance

* Effective Board Oversight
 Duty of Careto Stakeholders
e Compliance with Regulations




ASsUrance

* Provided through

* Dual Reporting,
* |ndependent Sources

* Derived from
* Monitoring,
* Analytics,
* Assessment




Risk M anagement

Maintains Risk Within:
e Defined,

e Acceptable
Boundaries




Risk

e Spans Organizational Boundaries
e Subject to Complex Interactions




Enables
e Commerce,

e Communication,
* Progress,
e Threats




What isintrusion?

e Qutsiders?
e |nsiders?




| ntrusion monitoring:

Network,
Host,
Application,
Data




Analytics.

e Rulesviolations,
 Anomalies
e Violation of Trust,

* Intentional Misrepresentation

e Comparisonswith
* Organization and Industry Norms,
* Economy,
* Trends,
* Patterns




Risk

e Quantitative Risk Analysisand
Management Tools

e Cataloguing of
* Threats
* Probabilities,
* EXxperiences













