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Risk Based ApproachRisk Based Approach

l Exposure is risk minus controls 
l IT Governance
lWhat does the BOD want



What drives risk?What drives risk?

l Customer impact and
branding

l Cost
l Technology
l Historical events
l Regulatory environment
l Inherent conditions
l Externalities



Assessment and Assessment and 
MeasurementMeasurement

l Need a framework
l CobiT



The FrameworkThe Framework

l Starts with business
processes

l Breaks IT environment 
into understandable units

l Matches requirements
with technology



Risk Assessment ProcessRisk Assessment Process

l Mirrors IT 
Governance

l Risk ranking
l Management input is 

key
l Mutually agreed upon 

high risk areas

“Let me guess….you’re Brett, 
right?”



Quantify for Clarity and Quantify for Clarity and 
CriticalityCriticality

lKeep it simple

lBOD understands the need

S
ys

te
m

s 
A

va
ila

b
ili

ty

D
at

a 
In

te
gr

ity

C
os

t

C
u

st
o

m
er

 Im
p

ac
t

B
ra

n
d

 N
am

e

O
u

ts
o

u
rc

in
g

G
ov

't 
R

eg
s

P
ri

o
r 

A
u

d
it

 Is
su

es

R
aw

 S
co

re

W
ei

gh
te

d 
A

ve
ra

ge

R
is

k 
R

an
ki

ng

Define a Strategic IT Plan 5 5 5 5 5 5 5 5 40 5.00 1

Ensure System Security 5 5 5 5 5 5 3 5 38 4.75 2

Ensure Continuous Service 5 3 5 5 5 5 2 5 35 4.38 3

Manage Changes 5 5 5 4 4 5 1 5 34 4.25 4

Manage the IT Investment 5 4 5 5 5 4 3 3 34 4.25 5

 Audit Area

Risk Drivers

C
ri

ti
ca

lit
y

Risk Assessment



Audit ExecutionAudit Execution
l High risk areas

l Findings correlated with CobiT objectives
and risk ranking

l Corrective action tracking


