Information Technology {was computing and communications networks}

Computing security

Governance

Legislative and Regulatory

Privacy 

Import/Export Control

US

ITAR

EAR

Security policy

CSRM

CSIM

Risk management

Resources 

Incident response

Investigations 

Audit 

Personnel

Security training

Outsourcing 

Threats

Malicious Code 

Logic/time bomb

Trapdoor

Trojan Horse

Non-Replicating

Replicating (Virus)

Virus

Boot sector virus

Companion virus

File virus

Polymorphic virus

Retro-virus

Stealth virus

Worm

Cryptanalysis 

Chosen-ciphertext attack

Chosen-plaintext attack

Ciphertext-only attack

Access attacks

Password cracking

Dictionary attack

Password sniffing

War dialer

Network Attacks

Denial of service

Distributed denial of service

ICMP / ICMPv6 (Internet Control Message Protocol) flood

Ping of death

Smurf attack

SYN flood

Teardrop attack

UDP flood

NAK (Negative Acknowledge) attack

Probes

Ping sweep

Port scanning

Spoofing

DNS (Domain Name System) spoofing

IP (Internet Protocol) spoofing

Replay attack

Asset classification

Accountability

Information classification

Labeling 

Evaluation criteria

Common criteria for information technology evaluation

Trusted Computer System Evaluation Criteria (TCSEC)

Technical Controls 

Security tools

Cryptanalysis

Crack

Lophtcrack

Webcrack

zipcrack

Encryption

Tripwire

PGP

Firewall

TCP/Wrapper

Malicious

Rootkit

THC

Scanners

NetCat

nmap

SATAN (Security Administrator Tool for Analyzing Networks)

Internet Security Scanner (ISS)

SolarWInds

UltraScan

Strobe

Sniffers

Sniffit

SNMPSniff

Gobbler

NetXRay

Utility

SAINT (Security Administrators Integrated Network Tool)

Security services

Data protection

Digital watermarking

Digital signatures

Documents

Code signing

Data origin authentication 

Accounting

Audit

Access management

Identity 

BEMSID

Authentication 

One time passwords

Tokens

DES gold card

Smart cards

Public key infrastructure

X.509 Certificates

Enterprise authentication systems

Web Single Sign On

Microsoft active directory

ETS/MyInfo

SSG/Reverse Proxy

Accessto (CITIS)

RACF

LDAP

Shared secret

Access management tools

Courion 

Authorization

Role based access control (RBAC)

Corporate Electronic Directory (LDAP) based

Assertion mechanisms

Security Assertions Markup Language (SAML)

External access infrastructure (perimeter)

Extranet services

Firewalls

Application-level firewalls

Bastion hosts

Circuit-level firewalls

Packet filters

Filtering router

Dynamic packet filtering

Stateful inspection

Static packet filtering

Web proxies

Reverse proxy

Forward proxy

Virtual private networks (VPN)

Generic tunnels (SOCKS)

Nortel IPSec

InfoExpress VS CLient

Infrastructure protection

Encryption

Intrusion detection

Host based

Network based

Virus protection

Desktop

Server

Perimeter

Desktop firewalls

Supporting technologies

Biometrics

Facial recognition

Fingerprint identification

Hand geometry

Iris scan

Retinal scan

Signature recognition

Vascular patterns

Voice recognition

Cryptography

Algorithms

Unkeyed primitives

Message digest code hash functions

Collision resistant hash functions

One way hash functions

MD4

MD2

MD5

RIPEMD-160

SHA-1

Random sequences

Secret key (symmetric) primitives

Secret key ciphers

Block ciphers

AES (Advanced encryption standard)

Blowfish

CAST64, CAST128

DES (Data Encryption Standard)

IDEA (International Data Encryption Algorithm)

RC2

RC5

Skipjack

Stream ciphers

RC4

SEAL

Message authentication code hash functions

HMAC

Signatures

Pseudorandom sequences

Public key (asymmetric) primitives

Public key ciphers

Reversible

Non-reversable

Diffie-Hellman Algorithm

El Gamal

Knapsack

RSA (Rivest-Shamir-Adleman)

Elliptic curve cryptography

Signatures

Codes

PKI (Public key infrastructure)

Key Management

Lifecycle

Generation

Distribution

Revocation

Archive

Key recovery

Key management protocols

IKE (Internet Key Exchange)

JFK (Just Fast Keying)

SKIP (Simple Key-management for Internet Protocols)

Protocols

Secure Sockets Layer (SSL)

Transport Layer Security (TLS)

Internet Protocol Security (IPSec)

Interfaces

Common data Security Architecture (CDSA)

Java Cryptography Architecture (JCA)

Microsoft Cryptographic application programming interface (MS-CAPI)

Steganography

Linguistic

Semagrams

Manual

Computer

Open codes

Technical

