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FOREWORD

This paper is issued by the Communications-Electronics Security Group (CESG) of
Government Communications Headquarters as part of its responsibility to advise HMG on
Electronic Information Systems Security (Infosec).

It suggests an architecture for a public key infrastructure (PKI) to support confidentiality
between communicating systems. The paper forms part of a suite of documents which
collectively provide advice on the implementation of a PKI, and the use of the services
enabled by such an infrastructure (eg electronic mail). The architecture as described in the
paper isaninitial attempt at defining a PK1, and CESG will take into account any comments
on itsfeasibility.

Technical correspondence in connection with this document should be addressed to:

Communications-Electronics Security Group (X27)
Government Communications Headquarters

PO Box 144

Cheltenham GL52 SUE

United Kingdom
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DEFINITIONS

The following terms and associated concepts are described in the CKI Architecture and
Concept of Operation (Part 1):

a.  Certificate Management Authority (CMA)
b.  CKI certificate

CKI User Agent (CKI UA)

CMA certificate

Domain

- o 2 0

Domain certificate
Domain public / private key
Externa

> @

Interoperability key

B Loca

k.  Name constraints

[ Receive certificate

m. Receive public/ private key
n. Recipient

0. Revoked user list
p. Seedkey

q Seed key identifier
Send certificate

-

S.  Send public/ private key

t.  Sender

u.  Shared secret key

v. Top Level Certificate Management Authority (TLCMA)

Vi



X.509 Authentication Framework Definitions

The following terms are defined in the X.509 Authentication Framework [X.509]:
a.  Certification Authority (CA)
b. Certificate
CA Certificate
d. Certificate Revocation List (CRL)

ABBREVIATIONS

AKI Authentication Key Infrastructure
CA Certification Authority

CKI Confidentiality Key Infrastructure
CMA Certificate Management Authority
CRL Certificate Revocation List

PKI Public Key Infrastructure

TLCMA Top Level Certificate Management Authority
UA User Agent

Vii



[. INTRODUCTION

1. This document specifies the key management protocols for a Confidentiality Key
Infrastructure (CK1).

2. The CKI uses asymmetric cryptographic techniques in the generation of a shared
symmetric key for confidentiality.

3. Thisspecification is part 2 of a set of specifications for the CKI, which includes:
Part 1: Architecture and concept of operation for the CKl;
Part 2: CK1 key management protocol;
Part 3: Profile for the use of X.509 certificates in support of the CKI;
Part 4: Schema for the use of an X.500 directory in support of the CKI;

Part 5: Mapping of the CKI key management protocol onto communication and
messaging protocols.

4.  Theuse of X.500 directoriesis an optional part of the CKI.

5.  The CKI isbased on the Diffie-Hellman key agreement mechanism [DH76] with support
of trusted third party services [RHC].

6. The CKI wasinitially developed to support secure electronic mail within and between
UK government departments [HMG]. However, it is designed to be applicable to a range of
application and communication services, and can be used to support confidentiality for
governmental, commercial or any other type of organisation.

7.  The CKI supports the management of confidentiality keys. It forms part of a public key
infrastructure which can also incorporate an infrastructure for the management of
authentication keys (called the Authentication Key Infrastructure - AKI). The AKI can be
used to provide certified keys for signing CKI certificates and protecting protocol exchanges
required for the CKI.

8. Thedesign of the CKI takes account of the ongoing development of standards for public
key infrastructures as they exist at the time this specification was developed (e.g. Internet PKI
as defined in [PK1-1] and [PKI-3]).

9. These protocols extend the Internet public key infrastructure certificate management
protocols [PK1-3]. This document repeats those parts of the Internet PKI protocol required to
support the CKI.



[1. GENERAL PROTOCOL EXCHANGE STRUCTURE

A. Useof Internet PKI Message Structure

10. This protocol is defined in terms of protocol exchanges which are carried in the
PKI Message structure defined in the Internet public key infrastructure (PKI) certificate
management protocols [PK1-3].

11. The PKI management protocols operate using a set exchanges of PKI Messages which
either carry arelated "request” / "response” sequence, or a single message to "announce" data.

12. Theuse of an underlying messaging or communication service to transport PKI Messages
is specified in Part 5.

13. ThePKI Message structure (as defined in [PKI-3]) is:

PKI Message ::= SEQUENCE ({
header PKI Header ,
body PKI Body,

protection [0] PKIProtection OPTI ONAL,
extraCerts [1] SEQUENCE OF Certificate OPTI ONAL

}
14. The PKI message header (as defined in [PKI-3]) contains the following information:

PKI Header ::= SEQUENCE {
pvno | NTEGER {ietf-versionl (0),
cki-versionl (20),
aki -versionl (30),
cki - aki -versionl (40)},

sender Cener al Nane,

-- identifies the sender

reci pi ent Gener al Nane,

-- identifies the intended recipient

messageTi ne [0] GeneralizedTine OPTI ONAL

-- time of production of this nmessage (used when sender
-- believes that the transport will be "suitable"; i.e.
-- that the tinme will still be neaningful upon receipt)

protecti onAl g [1] Algorithm dentifier OPTI ONAL
-- algorithmused for calculation of protection bits

sender KI D [2] Keyldentifier OPTI ONAL

reci pKi D [3] Keyldentifier OPTI ONAL

-- to identify specific keys used for protection

transacti onl D [4] OCTET STRI NG OPTI ONAL

-- identifies the transaction, i.e. this will be the same in
-- correspondi ng request, response and confirmati on nessages
sender Nonce [5] OCTET STRI NG OPTI ONAL

reci pNonce [ 6] OCTET STRI NG OPTI ONAL

-- nonces used to provide replay protection, senderNonce
-- is inserted by the creator of this nessage; recipNonce
-- is a nonce previously inserted in a rel ated nmessage by
-- the intended recipient of this nmessage

freeText [ 7] PKIFreeText OPTIl ONAL

-- this may be used to indicate context-specific



-- instructions (this field is intended for

-- consunption)

}
PKI FreeText ::= CHO CE {

i ASString [0O]
bMPString [1]
}

15. The header field pvno indicates the protocol version number and the use of the protocol

| A5Stri ng,
BMPSt ri ng

human

to carry Internet PK1 and / or CKI protocol exchanges as follows:

a ietf-versionl (0) indicatesthat Internet PKI protocol exchanges are to be used

as defined in [PKI-3];

b. cki-versionl (20) indicatesthat CKI protocol exchanges alone are to be used;

C. aki-versionl (30) indicates that the Authentication Key Infrastructure (AKI)

protocol exchanges alone are to be used.

d. cki-aki-versionl (40) indicatesthat the CKI and AKI protocol exchanges are

to be used.

Note: The Authentication Key Infrastructure is defined separately.

The need for separate protocol identifiers needs to be reviewed once the future standardisation of

PKI protocols has stabilised.

16. The PKI message field PKI Body is used to carry the content of the protocol exchange.

The syntax for content used in the CKI is asfollows:

KeyRecReqCont ent ,
KeyRecRepCont ent ,
CRLAnnCont ent ,

CKI Tl craReqCont ent

CKI Tl craRepCont ent

CKI Tl craAnnCont ent

CKI Peer CmaRegCont ent

CKI Peer CmaRepCont ent

CKl Ext SeedKeyReqCont ent,
CKl Ext SeedKeyRepCont ent,
CKl Ext SeedKeyAnnCont ent ,
CKI SendCert ReqCont ent,
CKI SendCert RepCont ent,
CKI SendCer t AnnCont ent,
CKI RecCer t RegCont ent,
CKI RecCer t RepCont ent,
CKI RecCer t AnnCont ent

CKl RevokedUser Li st AnnCont ent,

PKI Body ::= CHO CE {

-- As defined in [PKI-3]
krr [ 6]
krp [7]

crlann [15]

-- Specific to CKI
ckiTrr [ 30]
ckiTrp [ 31]
cki Tann [32]
cki Prr [33]
cki Prp [ 34]
cki ESrr [ 35]
cki ESrp [ 36]
cki ESann [ 37]
cki SCrr [ 38]
cki SCrp [39]
cki SCann [40]
cki RCrr [41]
cki RCrp [42]
cki RCann [43]
cki RULann [ 44]
cki Bi ndrr [45]

cki Bi ndrp [46]

CKI Bi ndReqCont ent ,
CKI Bi ndRepCont ent }



B. Protocol Exchange Protection

17. Asstated later in this specification certain CKI protocol exchanges require integrity and
authentication, and also in some cases confidentiality, protection.

18. The PKI messagefield PKI Pr ot ect i on is not used in the CKI. However, it isincluded
in this specification for completeness:

PKI Protection ::= BIT STRI NG

19. The required security services are provided by the underlying messaging or
communications service as described in Part 5 (for example, using secure messaging as
defined in [HMG]).

20. Additional protection may be applied as required under the security policy in force.
C. Useof PKI Status

21. All the response messages include status information carried in a PKI St at usl nf o the
field (as defined in [PK1-3]) structured as follows:

PKI St at usl nf o : : =SEQUENCE{
st at us PKI St at us,
faillnfo PKI Fai | urel nfo OPTI ONAL }

22. ThePki st at us field is used to carry a status code as follows (as defined in [PK1-3]):

PKI St atus ::= | NTEGER {
grant ed (0), -- you got exactly what you asked for
gr ant edW t hivbds (1),
-- you got sonething |ike what you asked for; the
-- requester is responsible for ascertaining the differences
-- possible reasons for CKI protocol functions are given
-- later in this specification
rejection (2),
-- you don't get it, nore information el sewhere in the
-- nessage
wai ting (3)
-- the request body part has not yet been processed,
-- expect to hear nore later
-- Oher values in [PKI-3] are not required for the CK

}

23. ThePkKi Fai | urel nf o field may be used to provide more information about failure cases,
asfollows:

PKI Fai lurelnfo ::= BIT STRI NG {
-- since we can fail in nore than one way!
badAl g (0),
badMessageCheck (1),

-- Bits 2-7 reserved for PKI use



-- CKI Specific failure codes
unr ecogni sedDomai n (8),
-- CMA or user nane not for a recogni sed donain
i nteroperabilityKeyUnavail able (9),
-- Interoperability key required to generate certificate
-- or seed key not avail abl e.
unaut hori sedAccess (10),
-- CKI User and CMA not authorised to access CVMA or TLCVA
i nval i dRequest Par aneters (11),

noKeyAvai | abl e (12),
-- No key is avail able which matches the key recovery request
i nval i dCredenti al s (13),

user | nMor eThanOneCMADomai n ( 14),

-- Auser is in the nane constraints for nore than one CVA
al ternati veBaseAndModul usRequi red (15),

user | nRevokedUser Li st (16)



[11. CKI PROTOCOL FUNCTIONS

A. Obtain Domain Parametersfrom TLCMA

Overview

24. Thisprotocol exchangeis used by a CMA to request from the TLCMA interoperability
keys and other parameters required for operation within and between domains, or by a
TLCMA to announce to a CMA new interoperability keys.

25. This protocol exchange can be used to establish external interoperability keys for
domains that trust the TLCMA to provide keys.

26. An dternative mechanism to establish external interoperability keysusing CMA to CMA
exchangesisdescribed in 8I11.B. This alternativeisfor use where both domains do not trust
the TLCMA.

27. The parameters that can be obtained by a CMA from a TLCMA in this protocol
exchange are:

a

b.

C.

g.
h.

Base and modulus for the local domain;
Interoperability key for the local domain;
CMA certificate for the local domain;

The local domain private key and domain certificate for subsequent use in
generating external interoperability keysusing peer CMA to CMA exchanges (see
8l11.B);

Interoperability keys for use with external domains;

A "my" (local) and "your" (external domain) reference for each interoperability
key.
The external CMA's certificate.

Aninitial revoked user list for the local and external domain;

Note: Subsequent changes to the revoked user list are announced as described in 8111.G.

28. Domain(s) may be identified in arequest by either (but not both):

a

b.

the distinguished name of the CMA responsible for that domain, or

the distinguished name of a user within that domain.

29. A domainisidentified in aresponse or announce by the name of the CMA responsible
for the domain.

30. Anannounce protocol exchange may be initiated by the TLCMA on an event including:



a.  Replacement of an interoperability key required, for example, due to the imminent
expiry of the current key;

b. A change to the base and modulus required.
31. A request / response protocol exchange may be initiated by the CMA on an event
including:
a Initialisation of aCMA;
b.  New inter-domain communications being established;
c.  Replacement of an interoperability key required, for example, due to the imminent
expiry of the current key;

Procedure

32. The CMA sends a cKiI Tl cmaReq message to the TLCMA indicating the domains for
which interoperability keys are required.

33. The TLCMA responds with the requested interoperability keys and associated
parametersin a Ckl Tl cmaRep Message.

34. Unsolicited changes to alocal or external interoperability key are announced by the
TLCMA using a CKl TI cnmeAnn message.

35. If considered necessary the TLCMA may respond with interoperability keys for domains
not requested by the CMA.

36. An interoperability key and associated domain parameters comes into effect at the
indicated start time for the interoperability key.

37. Thevalidity period requested by a CMA need not be the validity period applied by the
TLCMA. However, it is recommended that the validity period covers a period greater than
or equal to the requested validity period, unless required by the security policy in force.

38. Protocol exchanges containing cki Tl craRep and CKI Tl creAnn shall be protected by
mechanisms providing data origin authentication, integrity and confidentiality.

Note: Protection may be applied directly to the interoperability key and any domain private key s
instead of, or as well as, the confidentiality of the underlying service. The mechanism used i s
outside the scope of the CKI.

39. PKI St atus iSsetto grant edW t hvbds if:

a.  Interoperability keys could be provided for some of the identified external
domains (e.g. as the named domain is not known or an interoperability key is not
available);

b.  Thevalidity period for one or more interoperability keys is not as requested.



40. Possiblefailure flags for this exchange include:
a.  Unrecognised domain
b.  Interoperability key unavailable
c.  Unauthorised access

d. Invalid request parameters
Protocol Exchange Content For mat

41. TLCMA request:

CKI Tl cmaRegCont ent :: = SEQUENCE {
regLocal I K BOOLEAN,
-- Whether new | ocal interoperability key
-- and other local information required

local IKvValidity [ 0] I KValidity OPTI ONAL,
-- Requested validity period for local IK
ext ernal Rgl nfo [1] External Rgl nfo OPTI ONAL
-- Information about external domains and | K requirenents
}
IKvValidity ::= Validity -- As defined in [X 509]
Ext ernal Rgl nfo ::= SEQUENCE OF SEQUENCE ({
CHO CE {
ext ernal CVA [ 0] CMANane,
ext er nal User [1] Nanme },
external I Kvalidity [ 2] I Kvalidity OPTI ONAL}
CMANane ::= Nane

42. TLCMA response:

CKI Tl cmaRepCont ent :: = SEQUENCE {

st at us PKI St at usl nf o,

| ocal Domai nl nf o [0] Local Domai nl nf o OPTI ONAL,

ext er nal Domai nl nf o [ 1] Ext er nal Domai nl nf o OPTI ONAL }
Local Domai nl nfo ::= SEQUENCE {

| ocal BaseMod BaseModl nf o,

| ocal | KInfo |KInfo,
| ocal CMACertificate [0] Certificate OPTI ONAL,
-- present if directory or PKI not used
-- to distribute the CMA's certificate
| ocal Domai nCerti fi cat eAndPri vat eKey
[1] CertificateAndPrivateKey OPTI ONAL,
-- Present if external interoperability keys are
-- established by peer CMA to CMA exchange
| ocal RevokedUL [2] RevokedUserlList }

CertificateAndPrivat eKey ::= SEQUENCE{
certificate [1] Certificate,
privateKey [2] Encrypt edVal ue



}

-- EncryptedValue is defined | ater under Key recovery

Ext er nal Domai nl nfo ::= SEQUENCE OF SEQUENCE {
ext er nal CMA CVANane,
external I KInfo | KI nf o,

ext er nal RevokUL RevokedUser Li st ,

external CMACertificate [0] Certificate OPTI ONAL
-- present if AKlI not used
-- to distribute the CMA's certificate

}
BaseModl nfo ::= CHO CE {
baseModRef [ 0] BaseModRef ,
baseModVal ue [1] BaseModVal ue }
BaseMbdRef ;1= OBJECT | DENTI FI ER
BaseModVal ue :: = SEQUENCE {
nmodul us | NTEGER,
base | NTEGER }
I KInfo ::= SEQUENCE ({
ny | KRef [ 0] | KRef er ence,
your | KRef [1] | KRef er ence OPTI ONAL,
-- Not present in locallKInfo
validity [ 2] I Kvalidity,
i kVal ue [ 3] | Kval ue }

| KRef erence ::=0CCTET STRI NG

| Kvalue ::= BIT STRI NG -- Encrypted value of interoperability key
-- The interoperability key nmay be protected by a nechanism
-- outside the scope of this specification.

RevokedUser Li st ::= SEQUENCE OF SEQUENCE {

user Name,

reason RevokeUser Reason }

-- If no user is revoked then an enpty sequence is sent.
RevokeUser Reason :: = ENUMERATED ({

unspecified (0),

keyConpr om se (1),

user Bl ackLi st ed (2),

affiliationChanged (3) }

43. TLCMA announce:

CKI Tl cmaAnnCont ent :: = SEQUENCE ({
| ocal Donai nl nfo [ 0] Local Donai nl nfo OPTI ONAL,
ext er nal Domai nl nf o [ 1] Ext er nal Domai nl nf o OPTI ONAL }

B. Peer CMA to CMA Exchange
Overview

44. This protocol exchange supports the establishment between peer CMAs of
interoperability keys and other parameters required for inter-domain operation.



45. An alternative mechanism of obtaining domain parameters using a TLCMA is described
in 8l11.A for use where the TLCMA is trusted by both parties.
46. The parameters that can be established between CM As using this protocol exchange are:

a.  Domain public keys to create an interoperability key for use between the peer
domains;

b. A "my" and "your" reference to the interoperability key;
c. Thepeer CMA certificate.

d. Aninitia revoked user list for the peer domain;
Note: Subsequent changes to the revoked user list are announced as described in 8111.G.

47. Theprotocol exchange is addressed to the peer CM A responsible for the peer domain.

48. Theinteroperability key is created using the private key and public key values for each
domain fed into a Diffie-Hellman based algorithm as described in Part 1 (CKI architecture).

49. The domain public key is exchanged between CMAsin adomain certificate.

50. Thevalidity period for the interoperability key is the intersection of the validity of the
domain certificates for the two domains.

51. The base and modulus to be used in generating the interoperability key is carried (either
by reference or value) in the domain certificate. If different base and modulus values are
provided by the peer CM As then the protocol exchange fails.

Note: It is presumed that the base and modulus to be used between domains is established by prior
agreement and pre-configured into a CMA.

A sub-string of the generated value may be used as the interoperability key by prior agreement and
pre-configured into a CMA.

52.  Where requests from both parties for the establishment of inter-domain parameters occur
simultaneously (or within the period of the expected network round-trip delay), the same
parameter values should be used in both exchanges (i.e. in the request and response from a
CMA).

Procedure

53. A CMA initiatesthe establishment of domain parameters by sending a CKl Peer CmaReq
message to its peer containing its parameter values.

54. The peer CMA replies with its parametersin a CKi Peer CmaRep message.

55. Protocol exchanges containing CKI Peer CmaReq and CKI Peer CnmaRep shall be protected
by mechanisms providing data origin authentication and integrity.

10



56. PKI St at us should not be set to gr ant edW t hvods for this protocol exchange

57. Possiblefailure flags for this exchange include:
a.  Unauthorised access
b. Invalid request parameters

c.  Alternative base and modulus required
Protocol Exchange Content For mat

58. Peer CMA exchange request:

CKI Peer CraReqCont ent :: = Peer Exchangel nfo
Peer Exchangel nfo :: = SEQUENCE ({
domai nCertificate Certificate,
ny| KRef | KRef er ence,
revokedUsers RevokedUser Li st ,

external CMACertificate [0] Certificate OPTI ONAL
-- present if directory or PKI not used
-- to distribute the CMA's certificate

}

59. Peer CMA exchange response:

CKl Peer CmaRepCont ent :: = SEQUENCE {
st at us PKI St at usl nf o,
peer Exchangel nf o [ 0] Peer Exchangel nfo OPTI ONAL }

C. Obtain External Seed Key
Overview

60. Thisprotocol exchangeisinitiated by a user to request, from its CMA, an external seed
key for communication with an external domain, or by a CMA to announce a new external
seed key following the establishment of a new external interoperability key.

61. A request for an external seed key from a user may be initiated by an event including
receipt of a certificate containing an unknown external seed key identifier.

62. An announcement of an external seed key from a CMA may be initiated by an event
including the establishment of a new interoperability key and user known to be in frequent
communication with an external domain.

Note: A list of users frequently communicating with external domains may be established by local
management.

63. The externa CMA's certificate is passed with the external key for use in verifying the
send and receive certificates.

Procedure

11



64. A user requests a seed key by passing to its CMA a CKl Ext SeedKeyReq Mmessage
containing the receive certificate for which an associated external seed key is required.

65. The CMA validates that the authenticated originator of the request is the user named in
the certificate or an entity authorised to act on behalf of the user.

66. The CMA validates the receive certificate.

67. The CMA creates the external seed key using the appropriate external interoperability
key with the name and seed key in the receive certificate.

68. The external seed key validity period ends at end of the validity period of the
interoperability key from which the seed key was generated.

69. The CMA sends the protected seed key and validity period to the user in a
CKI Ext SeedKeyRep message if in response to arequest, or in a Ckl Ext SeedkeyAnn message
if unsolicited.

70.  Protocol exchanges containing CKi Ext SeedKeyReq shall be protected by mechanisms
providing data origin authentication and integrity.

71. Protocol exchanges containing CKl Ext SeedKeyAnn and CKI Ext SeedKeyRep shall be
protected by mechanisms providing data origin authentication, integrity and confidentiality.

Note: Protection may be applied directly to the external seed key instead of, or as well as, the
confidentiality of the underlying service. The mechanism used is outside the scope of the CKI.

72. PKI St at us should not be set to gr ant edW t hMods for this protocol exchange.
73. Possible failure flags for this exchange include:

a.  Unrecognised domain

b.  Unauthorised access

c. Invalid request parameters
d. Interoperability key unavailable

Protocol Exchange Content For mat
74. External seed key request:
CKl Ext SeedKeyReqContent ::= Certificate

75. External seed key response:

CKl Ext SeedKeyRepCont ent ::= SEQUENCE {
st at us PKI St at usl nf o,
ext SeedKeyl nf o [ 0] Ext SeedKeyl nfo OPTI ONAL,
external CMACertificate [1] Certificate OPTI ONAL

12



- present if directory or PKI not used
- to distribute the CMA's certificate

}

Ext SeedKeyl nfo ::= SEQUENCE ({
ext er nal CMA CVANane,
user Nane,
seedKey BI T STRI NG

The seed key nmay be protected by a nmechani sm
outside the scope of this specification
seedKeyVal idity [ Kvalidity }

76. External seed key announce:

CKl Ext SeedKeyAnnCont ent ::= SEQUENCE {
ext SeedKeyl nfo [ 0] Ext SeedKeyl nf o,
external CMACertificate [1] Certificate OPTI ONAL
- present if directory or PKI not used
- to distribute the CMA's certificate

D. Obtain Send Certificate
Overview

77. Thisprotocol exchangeisinitiated by a user to request a send certificate from its CMA,
or by a CMA to announce a new send certificate.

78. A request to obtain a send certificate may be initiated by an event including:
a.  Thereceipt of anew local seed key,

b.  The pending expiry of an existing send certificate.

79. An announcement of new send certificate from a CMA may be initiated by an event,
including the pending expiry of an existing send certificate.

Procedure
80. A user requests a send certificate by sending the CMA a CKi SendCer t Req message
containing the user's name, a suggested validity start time and optionally a suggested validity

end time.

81. The CMA generatesthe send certificate for the user. The validity may differ from that
suggested by the user.

82. The CMA sendsthe send certificate in a CKl SendCer t Rep message, if in response to a
request, or a CKl SendCer t Ann message if unsolicited.

83. No security services are mandated for this protocol exchange.
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84. PKI Status isSset to grant edW t hMods if the certificate validity period is different from
the suggested validity start time, or if provided, validity end time.

85. Possiblefailure flags for this exchange include:
a.  Unauthorised access
b. Invalid request parameters
c. Interoperability key unavailable

Protocol Exchange Content For mat

86. Send certificate request:

CKI SendCer t ReqCont ent ::= SEQUENCE ({
user Name,
suggestedValidityStart GeneralizedTi ne,
suggest edVal i di t yEnd Ceneral i zedTi nme OPTI ONAL }

87. Send certificate response:

CKl SendCert RepCont ent ::= SEQUENCE ({
st at us PKI St at usl nf o,
sendCertificate SendCertificate OPTI ONAL }

SendCertificate ::= Certificate

88. Send certificate announce:

CKl SendCert AnnContent :: = SendCertificate
E. Obtain Receive Certificates
Overview

89. Thisprotocol exchangeisinitiated by a user to request receive certificates from its CMA,
or by a CMA to announce new receive certificates.

90. A request for receive certificates may be initiated by an event including:
a. When amessage isto be sent to an external domain,

b.  The pending expiry of an existing receive certificate.

91. Anannouncement of new receive certificatesfrom a CMA may be initiated by an event,
including the pending expiry of an existing receive certificate.

Procedure
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92. A user requests receive certificates by sending the CMA a CKI RecCer t Req message
containing a list of recipient user names, a suggested validity start time and optionally a
suggested validity end time.

93. The user's home domain isidentified using the name constraints held in the local and
external CMA certificates. If the name fits in the name constraints for two or more CMAS
then the request fails.

94. If the user isin the revoked user list then the request fails.

95. The CMA generatesreceive certificates for each recipient user. The validity may differ
from that suggested. The CMA may use certificates that have been generated from a previous
request.

96. The CMA sendsthe receive certificatesin a CKl RecCer t Rep message if in response to
arequest, or in aCkl RecCer t Ann message if unsolicited.

97. No security services are mandated for this protocol exchange.

98. PKI Status isset to gr ant edW t hMods if the certificate validity period is different from
the suggested validity start time, or if provided, validity end time.
99. Possiblefailure flags for this exchange include:
a.  Unrecognised domain
b.  Unauthorised access
Invalid request parameters
Interoperability key unavailable

User in more than one CMA domain

-~ o a o

User in revoked user list
Protocol Exchange Content For mat

100. Receive certificate request:

CKl RecCert ReqContent ::= SEQUENCE {
reci pi ent Users SEQUENCE OF Nane,
suggestedValidityStart GeneralizedTi ne,
suggest edVal i di t yEnd Ceneral i zedTi nme OPTI ONAL }

101. Receive certificate response:

CKl RecCert RepContent ::= SEQUENCE {
st at us PKI St at usl nf o,
receiveCerts SEQUENCE OF Certificate OPTI ONAL }

102. Receive certificate announce;
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CKlI RecCert AnnContent ::= SEQUENCE OF Certificate
F. CRL Distribution
Overview

103. This protocol exchange is used to distribute certificate revocation lists (CRLS):
a  FromaTLCMA to CMAs
b. Between CMAs

c. FromaCMA toall usersinitsdomain.
104. This protocol exchange may be used to distribute CRL s to support either the AKI or the
CKI. Furthermore, CRLs containing CA certificate (authority) revocation lists may be
distributed by this protocol.

105. The use of CRLs in the confidentiality key infrastructure is described in Part 1 - CKI
Architecture.

106. This protocol exchange is the same as used for CRL publication in [PKI-3].
Procedure

107. The CRLsto be distributed are placed in CLRAnnCont ent .

108. No security services are mandated for this protocol exchange.

Protocol Exchange Content For mat

109. Distribute CRL.:

CRLANnContent ::= SEQUENCE OF CertificateList

G. Revoked User List

Overview

110. This protocol exchangeis used by aCMA, or aTLCMA, to inform another CMA that
auser key is suspected to have been compromised or that the user has been blacklisted.

111. Any unexpired certificates for the revoked user should be revoked and no new
certificates generated for the user until the user is removed from the revocation list.

112. An initial list of revoked users is distributed when a new interoperability key is

established either by a TLCMA or peer to peer CMA exchange. Thislist is updated by the
new list distributed by this protocol exchange.
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Procedure

113. On detection that a user's seed key in a domain has been compromised, or when a user
is blacklisted, then that user's CMA, or the TLCMA, should send arevised list of revoked
users in that domain to all CMAs with which an interoperability key is shared. Thislistis
carried in a CKl RevokedUser Li st Ann message.

114. A CMA receiving such alist shall include any unexpired receive certificates produced
for therevoked usersin a CRL and distribute the revised CRL to all usersin its domain.

115. No further receive certificates shall be produced for that user until a new revoked user
list is received which does not include the user. In addition, any current seed key identifier
for that revoked user shall not be re-used.

116. Protocol exchanges containing CKI RevokedUserLi st Ann shall be protected by
mechanisms providing data origin authentication and integrity.

Protocol Exchange Content For mat

117. Announce new user revocation list;

CKl RevokedUser Li st AnnCont ent :: = SEQUENCE {
domei n CVANane,
list RevokedUserlList }

H. CKI Key Recovery
Overview

118. Thisprotocol exchangeisfor use by alaw enforcement agency or authorised manager
to obtain a private key related to a given certified send or receive public key.

119. This protocol uses the Internet PK| key recovery protocol exchange.

120. The use of this protocol exchange differs slightly (without affecting interoperability)
from that defined in the Internet PK1 key recovery protocol exchange in that:

a.  Not al the previous keys for the user need be provided, only that associated with
the supplied Cert Tenpl at e.

b.  Theclient for thisrequest is not the key user,

c. Certain optional fields are specifically required or not required for CKI key
recovery.

121. Support for thisfunction is an optional part of the CKI.
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Procedure

122. Information from the certified public key, for which the related private key is required,
is placed in the Cert Tenpl ate field of the KeyRecReq message. The subject, validity,
subj ect Keyl dentifier and keyUsage fields of CertTenpl ate must be present. It is
recommended that other fields present in the certificate are also passed in the request.

123. The CMA recreates the required private key value and returns thisin the keyPai r Hi st
field of the KeyRecRepCont ent .

124. The protocol exchanges containing KeyRecReqContent shall be protected by
mechanisms providing data origin authentication and integrity.

125. Protocol exchanges containing KeyRecRepCont ent shall be protected by mechanisms
providing data origin authentication, integrity and confidentiality.

Note: Protection may be applied directly to the private keys carried instead of, or as well as, the
confidentiality of the underlying service. The mechanism used is outside the scope of the CKI.

126. PKIStatus is set to grantedWithMods if private keys for only some of the certificate
templates are returned.

127. Possible failure flags for this exchange include:

a.  Unauthorised access
b. Invalid request parameters
c. Nokey available

Protocol Exchange Content For mat

128. CKI key recovery request:
KeyRecReqContent ::= InitReqContent

I ni t ReqContent ::= SEQUENCE {
prot ocol EncKey [O0] SubjectPublicKeylnfo OPTI ONAL,
-- Not required for CKI key recovery
full Cert Tenpl at es Ful | Cert Tenpl ates }

Ful | Cert Tenpl ates ::= SEQUENCE OF Full Cert Tenpl ate

Ful | Cert Tenpl ate ::= SEQUENCE ({
certReqld | NTEGER,
-- to match this request with correspondi ng response
-- (note: must be unique over all FullCertReqgs in this nessage)
cert Tenpl ate Cert Tenpl ate

}
-- Oher OPTIONAL fields in FullCertTenplate defined in
-- [PKI-3] are not required for the CKI.
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Cert Tenpl ate ::= SEQUENCE ({

ver si on [0] Version OPTI ONAL,

seri al [ 1] | NTEGER OPTI ONAL,

signingAlg [2] Algorithm dentifier OPTI ONAL,

subj ect [ 3] Name OPTI ONAL,
-- Required for CKI key recovery

validity [4] Optional Validity OPTI ONAL,
-- Required for CKI key recovery

i ssuer [5] Name OPTI ONAL,

publi cKey [6] SubjectPublicKeylnfo OPTI ONAL,
-- Required for CKI key recovery

issuerU D [7] Uniqueldentifier OPTI ONAL,
subjectU D [8] Uniqueldentifier OPTI ONAL,
extensions [9] Extensions OPTI ONAL
-- Key Usage extension required for CKI key recovery
}
Optional Validity ::= SEQUENCE {

not Before [0] GeneralizedTi me OPTI ONAL,
-- Required for CKI key recovery
not Aft er [1] GeneralizedTi me OPTI ONAL
-- Required for CKI key recovery
}
-- Note: UICTime is used in the current PKI protocol, but it is
-- expected that this will change in line with updates to X 509

129. CKI key recovery response:

KeyRecRepCont ent ::= SEQUENCE ({
st at us PKI St at usl nf o,
newSi gCert [ 0] Certificate OPTI ONAL,
caCerts [1] SEQUENCE OF Certificate OPTI ONAL,

keyPai r Hi st [ 2] SEQUENCE OF CertifiedKeyPair OPTI ONAL
-- Required for CKI key recovery

}
CertifiedKeyPair ::= SEQUENCE {
certificate [0] Certificate OPTI ONAL,
-- Required if
-- SEQUENCE OF CertifiedKeyPair
-- contains >1 el ement
pri vat eKey [2] EncryptedVval ue OPTI ONAL
-- Required for CKI key recovery
-- O her optional fields in [PKI-3] are not required
}
Encrypt edVal ue :: = SEQUENCE ({

encVal ue BI T STRI NG,

-- the encrypted value itself

i nt endedAl g [0] Algorithm dentifier OPTIONAL,

-- the intended algorithmfor which the value will be used
synmmAl g [1] Algorithm dentifier OPTIONAL,

-- the symmetric algorithmused to encrypt the val ue
encSynmKey [2] BIT STRING OPTI ONAL,

-- the (encrypted) symetric key used to encrypt the val ue
keyAl g [3] Algorithm dentifier OPTIONAL

-- algorithmused to encrypt the synmetric key

}
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l. Secure Bind
Overview

130. This protocol exchange supports the establishment of a secure bind between
communicating CKI entities (CKI UA, CMA and TLCMA) to provide peer entity
authentication.

131. Thisexchangeisto be used when

a.  the CKI key management protocol is mapped onto a direct peer to peer
communication service such as the Internet TCP or the OSI transport service,

b.  therequired authentication of application entitiesis not provided by the underlying
service.

132. This exchange is to be used immediately following establishment of the underlying
connection.

Procedure

133. Once the underlying connection has been established the initiator of the connection
sends a CKI Bi ndReq.

134. The peer entity responds a Ckl Bi ndRep.

135. The Credentials field of cki Bi ndReq and CKI Bi ndRep contains strong credentials as
defined in [X.511] clause 8.1.

136. The sender Nonce in the PKI Header for this and subsequent protocol exchanges is
derived from the value sent in the Randomfield of the Token in the strong credentials (e.g.
previous value plus 1).

137. Possible failure flags for this exchange include:
a Unauthorised access
b. Invalid credentials

Protocol Exchange Content For mat
138. Bind request:

CKI Bi ndReqContent ::= Credentials

- The syntax for credentials is as defined in
ITU-T X. 511 | 1SOIEC 9594-3 clause 8.1.1.
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139. Bind response:

CKI Bi ndRepCont ent ::= SEQUENCE {
st at us PKI St at usl nf o,
credentials Credentials }
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Annex A ASN.1 Module

CKl KeyManagemnent Prot ocol {iso(1) nenber-body(2) uk(826) disc(0)
cesg(1145) infosec(1l) cki(4) nodul e(1l) cki KeyManagenent Protocol (1)}

DEFINITIONS :: =
BEG N
| MPORTS
Certificate, CertificatelList, Version, Algorithmdentifier,
Val idity, SubjectPublicKeylnfo, Uniqueldentifier, Extensions
FROM Aut henti cati onFramework {joint-iso-ccitt ds(5)
nodul e(1) aut henti cati onFranmework(7) 2}

NanmeConstrai nt sSynt ax, General Nanme, Keyldentifier FROM
CertificateExtensions {joint-iso-ccitt ds(5) nodul e(1)
certificateExtensions(26) 0}

Name FROM I nfornationFramework {joint-iso-ccitt ds(5)
nodul e(1) infornmationFranmework(1) 2}

Credentials FROM DirectoryAbstract Service {joint-iso-ccitt ds(5)
nmodul e(1) directoryAbstract Service(2) 2};

-- Definitions fromthe Internet PKI key managenent protocol
-- are repeated in this nodul e.

-- Internet PKI Message Structure

PKI Message ::= SEQUENCE ({
header PKI Header ,
body PKI Body,

protection [0] PKIProtection OPTI ONAL,
extraCerts [1] SEQUENCE OF Certificate OPTI ONAL

}
PKI Header ::= SEQUENCE {
pvno | NTEGER {ietf-versionl (0),
cki -versionl (20),
aki -versionl (30),
cki - aki -versionl (40)},
sender Gener al Nane,
-- identifies the sender
reci pi ent Gener al Nane,
-- identifies the intended recipient
messageTi ne [0] GeneralizedTine OPTI ONAL,
-- time of production of this nmessage (used when sender
-- believes that the transport will be "suitable"; i.e.,
-- that the tinme will still be neaningful upon receipt)

protecti onAl g [1] Algorithm dentifier OPTI ONAL,
-- algorithmused for calculation of protection bits
sender KI D [2] Keyldentifier OPTI ONAL,
reci pKi D [3] Keyldentifier OPTI ONAL,
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-- to identify specific keys used for protection

transacti onl D [4] OCTET STRI NG OPTIl ONAL,
-- identifies the transaction, i.e. this will be the sane in
-- correspondi ng request, response and confirmati on nessages
sender Nonce [5] OCTET STRI NG OPTI ONAL,
reci pNonce [ 6] OCTET STRI NG OPTI ONAL,

-- nonces used to provide replay protection, senderNonce
-- is inserted by the creator of this nessage; recipNonce
-- is a nonce previously inserted in a rel ated nmessage by
-- the intended recipient of this nmessage

freeText [ 7] PKIFreeText OPTI ONAL

-- this may be used to indicate context-specific

-- instructions (this field is intended for human

-- consunption)

}
PKI FreeText ::= CHO CE {
i ASString [O] IA5String,
bMPString [1] BMPString
}
PKI Body ::= CHO CE {
-- As defined in [PKI-3]
krr [ 6] KeyRecReqCont ent ,
krp [7] KeyRecRepCont ent ,

crlann [ 15] CRLAnnCont ent
-- Specific to CKI

cki Trr [ 30] CKI Tl craReqCont ent
ckiTrp [ 31] CKI Tl crraRepCont ent ,
cki Tann [32] CKI Tl cmaAnnCont ent ,
cki Prr [33] CKl Peer CaReqCont ent
cki Prp [ 34] CKl Peer CmaRepCont ent ,
cki ESrr [ 35] CKl Ext SeedKeyReqCont ent ,
cki ESrp [ 36] CKl Ext SeedKeyRepCont ent ,
cki ESann [ 37] CKl Ext SeedKeyAnnCont ent ,
cki SCrr [ 38] CKI SendCer t ReqCont ent,
cki SCrp [39] CKI SendCer t RepCont ent ,
cki SCann [40] CKI SendCer t AnnCont ent ,
cki RCrr [41] CKl RecCer t ReqCont ent
cki RCrp [42] CKl RecCer t RepCont ent
cki RCann [43] CKl RecCer t AnnCont ent
cki RULann [ 44] CKl RevokedUser Li st AnnCont ent ,
cki Bi ndrr [45] CKI Bi ndRegCont ent
cki Bi ndrp [46] CKI Bi ndRepCont ent }

PKI Protection ::= BIT STRI NG

PKI St at usl nf o : : =SEQUENCE{
st at us PKI St at us,
faillnfo PKI Fai | urel nfo OPTI ONAL }

PKI St atus ::= | NTEGER {
grant ed (0), -- you got exactly what you asked for
gr ant edW t hivbds (1),
-- you got sonething |ike what you asked for; the
-- requester is responsible for ascertaining the differences
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-- possible reasons for CKI protocol functions are given
-- later in this specification
rejection (2),
-- you don't get it, nore information el sewhere in the
-- nessage
wai ting (3)
-- the request body part has not yet been processed,
-- expect to hear nore later
-- Oher values in [PKI-3] are not required for the CK

}
PKI Fai lurelnfo ::= BIT STRI NG {
-- since we can fail in nore than one way!
badAl g (0),
badMessageCheck (1),

-- Bits 2-7 reserved for PKI use

-- CKI Specific failure codes
unr ecogni sedDomai n (8),
-- CMA or user nane not for a recogni sed donain
i nt eroperabilityKeyUnavail able (9),
-- Interoperability key required to generate certificate
-- or seed key not avail abl e.
unaut hori sedAccess (10),
-- CKI User and CMA not authorised to access CVMA or TLCVA
i nval i dRequest Par aneters (11),

noKeyAvai | abl e (12),
-- No key is avail able which matches the key recovery request
i nval i dCredenti al s (13),

user | nMor eThanOneCMADonai n ( 14) ,

-- Auser is in the nane constraints for nore than one CVA
al ternat i veBaseAndModul usRequi red (15),

user | nRevokedUser Li st (16)

}
-- Obtain Domain Paraneters from TLCVA
CKI Tl craReqCont ent :: = SEQUENCE ({
regLocal I K BOOLEAN
-- Whether new | ocal interoperability key
-- and other local information required
local IKvValidity [ 0] I KValidity OPTI ONAL,
-- Requested validity period for local IK
ext ernal Rgl nfo [1] External Rgl nfo OPTI ONAL
-- Information about external domains and | K requirenents
}
IKValidity ::= Validity -- As defined in [X 509]
Ext ernal Rgl nfo ::= SEQUENCE OF SEQUENCE ({
CHO CE {
ext ernal CVA [ 0] CMANane,
ext er nal User [1] Nanme },
external I Kvalidity [ 2] I KValidity OPTI ONAL}
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CMAName :: = Nane

CKI Tl cmaRepCont ent :: = SEQUENCE {

st at us PKI St at usl nf o,

| ocal Domai nl nf o [ 0] Local Domai nl nf o OPTI ONAL,

ext er nal Domai nl nf o [ 1] Ext er nal Domai nl nf o OPTI ONAL }
Local Domai nl nfo ::= SEQUENCE {

| ocal BaseMod BaseModl nf o,

| ocal | KI nfo |KInfo,
| ocal CMACertificate [0] Certificate OPTI ONAL,
-- present if directory or PKI not used
-- to distribute the CMA's certificate
| ocal Domai nCerti fi cat eAndPri vat eKey
[1] CertificateAndPrivateKey OPTI ONAL,
-- Present if external interoperability keys are
-- established by peer CMA to CMA exchange
| ocal RevokedUL [2] RevokedUserlList }

CertificateAndPrivat eKey ::= SEQUENCE{
certificate [1] Certificate,
privateKey [2] Encrypt edVval ue

}
-- EncryptedValue is defined | ater under Key recovery
Ext er nal Domai nl nfo ::= SEQUENCE OF SEQUENCE {
ext er nal CVA CMANane,
external | KInfo | KI nf o,
ext er nal RevokUL RevokedUser Li st ,
external CMACertificate [0] Certificate OPTI ONAL
-- present if AKlI not used
-- to distribute the CMA's certificate
}
BaseModl nfo ::= CHO CE {
baseModRef [ 0] BaseModRef ,
baseModVal ue [1] BaseModVal ue }
BaseModRef ;1= OBJECT | DENTI FI ER
BaseModVal ue :: = SEQUENCE ({
nmodul us | NTEGER,
base | NTEGER }
I KInfo ::= SEQUENCE ({
ny | KRef [ 0] | KRef er ence,
your | KRef [1] | KRef er ence OPTI ONAL,
-- Not present in locallKInfo
validity [ 2] | Kvalidity,
i kVal ue [ 3] | Kval ue }

| KRef erence ::=CCTET STRI NG

| Kvalue ::= BIT STRI NG -- Encrypted value of interoperability key
-- The interoperability key nmay be protected by a nechanism
-- outside the scope of this specification.

RevokedUser Li st ::= SEQUENCE OF SEQUENCE ({
user Name,
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reason RevokeUser Reason }

-- If no user is revoked then an enpty sequence is sent.

RevokeUser Reason :: = ENUMERATED ({
unspecified (0),
keyConpr om se (1),

user Bl ackLi st ed (2),
affiliationChanged (3) }

CKI Tl cmaAnnCont ent :: = SEQUENCE ({
| ocal Domai nl nf o [0] Local Domai nl nf o OPTI ONAL,
ext er nal Domai nl nf o [ 1] Ext er nal Domai nl nf o OPTI ONAL }
-- Peer CVA to CMA Exchange
CKI Peer CraReqCont ent :: = Peer Exchangel nfo
Peer Exchangel nfo ::= SEQUENCE ({
domai nCertificate Certificate,
ny | KRef | KRef er ence,
revokedUsers RevokedUser Li st ,
external CMACertificate [0] Certificate OPTI ONAL
-- present if directory or PKI not used
-- to distribute the CMA's certificate
}
CKl Peer CraRepCont ent :: = SEQUENCE {
st at us PKI St at usl nf o,
peer Exchangel nf o [0] Peer Exchangel nfo OPTI ONAL }
-- Obtain External Seed Key
CKl Ext SeedKeyReqContent ::= Certificate
CKl Ext SeedKeyRepCont ent ::= SEQUENCE {
st at us PKI St at usl nf o,
ext SeedKeyl nf o [ 0] Ext SeedKeyl nfo OPTI ONAL,
external CMACertificate [1] Certificate OPTI ONAL
-- present if directory or PKI not used
-- to distribute the CMA's certificate
}
Ext SeedKeyl nfo ::= SEQUENCE {
ext er nal CVA CMANane,
user Name,
seedKey BI T STRI NG
-- The seed key nmay be protected by a nechanism
-- outside the scope of this specification.
seedKeyVal idity I Kvalidity }
CKI Ext SeedKeyAnnCont ent ::= SEQUENCE {

ext SeedKeyl nf o [ 0] Ext SeedKeyl nf o,

external CMACertificate [1] Certificate OPTI ONAL
-- present if directory or PKI not used
-- to distribute the CMA's certificate
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-- nhtain Send Certificate

CKI SendCer t ReqCont ent ::= SEQUENCE ({
user Name,
suggestedValidityStart GeneralizedTi ne,
suggest edVal i di t yEnd Ceneral i zedTi ne OPTI ONAL }

CKl SendCert RepCont ent ::= SEQUENCE ({
st at us PKI St at usl nf o,
sendCertificate SendCertificate OPTI ONAL }

SendCertificate ::= Certificate

CKl SendCert AnnContent :: = SendCertificate

-- Obtain Receive Certificates

CKl RecCert ReqContent ::= SEQUENCE {
reci pi ent Users SEQUENCE OF Nane,
suggestedValidityStart GeneralizedTi ne,
suggest edVal i di t yEnd Ceneral i zedTi nme OPTI ONAL }

CKl RecCert RepContent ::= SEQUENCE {

status PKI St at usl nf o,

recei veCerts SEQUENCE OF Certificate OPTI ONAL }
CKI RecCert AnnContent ::= SEQUENCE OF Certificate

-- CRL Distribution

CRLAnnContent ::= SEQUENCE OF CertificateList

-- Revoked User Li st

CKl RevokedUser Li st AnnCont ent :: = SEQUENCE {
domei n CVANane,
list RevokedUserlList }

-- Key Recovery

KeyRecReqContent ::= InitReqContent

I ni t ReqContent ::= SEQUENCE ({
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prot ocol EncKey [O0] SubjectPublicKeylnfo OPTI ONAL,
-- Not required for CKI key recovery
full Cert Tenpl at es Ful | Cert Tenpl ates }

Ful | Cert Tenpl ates ::= SEQUENCE OF Full Cert Tenpl ate

Ful | Cert Tenpl ate ::= SEQUENCE ({
certReqld | NTEGER,
-- to match this request with correspondi ng response
-- (note: mnust be unique over all FullCertReqgs in this nessage)
cert Tenpl ate Cert Tenpl ate

}
-- Oher OPTIONAL fields in FullCertTenplate defined in
-- [PKI-3] are not required for the CKI.

Cert Tenpl ate ::= SEQUENCE ({

ver si on [0] Version OPTI ONAL,

seri al [ 1] | NTEGER OPTI ONAL,

signingAlg [2] Algorithm dentifier OPTI ONAL,

subj ect [ 3] Name OPTI ONAL,
-- Required for CKI key recovery

validity [4] Optional Validity OPTI ONAL,
-- Required for CKI key recovery

i ssuer [5] Name OPTI ONAL,

publi cKey [6] SubjectPublicKeylnfo OPTI ONAL,
-- Required for CKI key recovery

issuerU D [7] Uniqueldentifier OPTI ONAL,
subjectU D [8] Uniqueldentifier OPTI ONAL,
extensions [9] Extensions OPTI ONAL
-- Key Usage extension required for CKI key recovery
}
Optional Validity ::= SEQUENCE {
not Before [0] GeneralizedTi me OPTI ONAL,
-- Required for CKI key recovery
not Aft er [1] GeneralizedTime OPTI ONAL
-- Required for CKI key recovery
}
-- Note: UICTinme is used in the current PKI protocol, but it is
-- expected that this will change in line with updates to X 509
KeyRecRepCont ent ::= SEQUENCE ({
status PKI St at usl nf o,
newSi gCert [ 0] Certificate OPTI ONAL,
caCerts [1] SEQUENCE OF Certificate OPTI ONAL,
keyPair Hi st [ 2] SEQUENCE OF CertifiedKeyPair OPTI ONAL
-- Required for CKI key recovery
}
CertifiedKeyPair ::= SEQUENCE ({
certificate [0] Certificate OPTI ONAL,
-- Required if
-- SEQUENCE OF CertifiedKeyPair
-- contains >1 el ement
pri vat eKey [2] EncryptedVal ue OPTI ONAL
-- Required for CKI key recovery
-- Oher optional fields in [PKI-3] are not required
}
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Encrypt edVal ue ::= SEQUENCE ({
encVal ue BI T STRI NG,
-- the encrypted value itself
i nt endedAl g [0] Algorithm dentifier OPTIONAL,
-- the intended algorithmfor which the value will be used
synmmAl g [1] Algorithm dentifier OPTIONAL,
-- the symetric algorithmused to encrypt the val ue
encSynmKey [2] BIT STRING OPTI ONAL,
-- the (encrypted) symetric key used to encrypt the val ue
keyAl g [3] Algorithm dentifier OPTIONAL
-- algorithmused to encrypt the synmetric key

}

-- Secure Bind
CKI Bi ndReqContent ::= Credentials

-- The syntax for credentials is as defined in
-- ITUT X 511 | ISOIEC 9594-3 cl ause 8.1. 1.

CKI Bi ndRepCont ent ::= SEQUENCE {
st at us PKI St at usl nf o,
credentials Credentials }

END
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Annex B Use of Internet PK I Protocol

l. I ntroduction

B.1 The CKI key management protocol operates as an extension to the Internet public key
infrastructure certificate management protocols [PKI-3].

B.2 Thebasic PKI message structureis used for the CKI, with alternative content to support
the CKI specific protocol exchanges.

B.3 Where an existing PKI protocol exchange meets the requirements of the CKI, it is
adopted as part of CKI.

B.4 The CKI protocol exchanges can be used to manage confidentiality keys alongside the
use of PKI protocol exchanges to manage certificates used for authentication. Alternatively,
the CKI key management protocol can be used on its own.

[I.  PKI Management M odel
B.5 The CKI architecture incorporates [CKI-4] the following entities as described in the PKI
management model:

a.  Subjectsand end entities

b.  Certification Authority

c.  Registration Authority

B.6 Certificate Management Authority (CMA) isaspecial form of Certification Authority
for the management of confidentiality keys.

1. PKI Management Requirements

B.7 A system conforming to the requirements of the PKI can also conform to the CKI
requirements, with the following restrictions:. (relevant clause number in [PKI-3] is given at
the start of each item):

. (2.1.2.6) user keysfor the CKI are generated by the CMA
B.8 Thefollowing PKI management requirements are also applicable to the CKI (the number
of relevant clause in [PK1-3] is given at the start of each item):

. (2.1.2.1) PKI & CKI management must conform to 1SO 9594-8 and the associated
draft amendment (DAM)

. (2.1.2.9) PKI & CKI management protocols must be usable over a variety of
"transport” mechanisms, specifically including, mail, HTTP, TCP/IP and FTP.

. (2.1.2.10) Final authority for certificate creation rests with the CA; no RA or end
entity equipment should assume that any certificate issued by a CA will contain
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what was requested -- a CA may alter certificate field values or may add, delete
or alter extensions according to its operating policy; the only exception to thisis
the public key, which the CA may not modify (assuming that the CA was
presented with the public key value). In other words, all PKI entities (end entities,
RAs and CAs) must be capable of handling responses to requests for certificates
in which the actual certificate issued is different from that requested -- for
example, a CA may shorten the validity period requested.

. (2.1.2.11) A graceful, scheduled change-over from one non-compromised CA key
pair to the next must be supported (CA key update).

Note: The last has been stated before for CASM but could be a useful requirement.

V. Common Operations

B.9 The PKI management operation for CRL announcement is also used in support of the
CKIl.

B.10 The PKI management operation for key recovery is also used in the CKI to obtain
private keys under a legal warrant.

B.11 Other operations are unique to CKI.
V. Data Structures

B.12 The overall PKI message and status information structures are used for the CKI as
described in 8l1.

B.13 A new protocol version number is defined for the CKI or use of the CKI with the PKI.
B.14 New content type numbers and tags are used for the CKI specific content.
B.15 The PKI Protection field is not used to protect CKI protocol exchanges.

B.16 The PKI Status codes are used to indicate whether a response is successful or whether
the values returned differ from those requested.

B-2



Annex C [llustration of CKI Key Management Protocol Use

.  Set up Domain ParametersUsing TLCMA

TLCMA

C1

CMA CMA
«p «gn

Figure 1 Set up domain parameters
using TLCMA

C.1 CMA A startsup and sendsacxl Tl craReq to request its local interoperability key and
external interoperability key for domain B from the TLCMA:

C.2 The TLCMA responds with a cKkiI Tl cmaRep containing the requested interoperability
keys and associated information.

II. Set up Domain Parameters - Peer to Peer

c3 c3
IK(A) C4 IK(B)
DomCert(A) CMA DomCert (A) CMA DomCert(B)
A I C5 B
C7 DomCert (B) C.6
IK(A,B) IK(A,B)

Figure2 Set up domain parameters - peer to peer

C.3 On start up CMA A has pre-loaded its local interoperability key - IK(A) - domain
certificate - DomCert(A). Similarly, CMA B its equivalent information pre-loaded - IK(B)
DomCert(B).

C.4 CMA A sends CMA B a CKl Peer CmaReq containing A's domain certificate (and
associated information).

C.5 On receipt of this message CMA B responds with a CKI Peer CmaReq containing its
domain certificate (and associated information).

C.6 CMA B generates the interoperability key - IK(A,B) - using its domain private key and
the public key received from A - DomCert(A).

C.7 CMA A generatestheinteroperability key - IK(A,B) - using its domain private key and
the public key received from B - DomCert(B).
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[I1. Obtain Send Certificate

c8
IK(A)
CMA CMA
HA" b BH
C.10
c.11
SendCert(A1)
User User
13 A 1” b Bli)
c9
Seed(A1)

Figure 3 Obtain send certificate

C.8 CMA A hasitslocal interoperability key - IK(A) - loaded using, for example, one of the
two methods described above.

C.9 User Al hasitslocal seed key pre-loaded.
C.10 User A1l requests its sends a CKI SendCer t Req t0 request a send certificate.

C.11 CMA A generates the send certificate using IK(A) and replies with the send certificate
- SendCert(A1) - in CKI SendCer t Rep.

V. Obtain Receive Certificate

c12

IK(A,B)

CMA
N

C.13
Cc.14
RecCert(B1)

User User
“Al" “B1”

CMA

Figure 4 Obtain receive certificate.

C.12 CMA A hasthe interoperability key shared with B - IK(A,B) - loaded using one of the
mechanisms described above.

C.13 User Al sendsto a CKl RecCer t Req to requests the receive certificate for user B1.
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C.14 CMA A uses the external interoperability key for the domain containing user B1 -

IK(A,B) - to generate a receive certificate for user B1 which it sends to user Al in a
CKl RecCert Rep.

V. Send Protected M essage

CMA CMA
HA" b BH
User User
13 A 1” b Bli)
C.16
SendCert(A1),
C.15
ert(Al g
RecCert(B1) Enc(M(A1-B1))

Figure 5 Send protected message

C.15 User Al has loaded, as described above:

a  Seed(Al)

b.  SendCert(Al)

Cc. RecCert(B1)
C.16 User Al generates atoken key using Seed(A1) and RecCert(B1) which it then usesin
protect the data encryption key used to encrypt the message to B1 - Token, Enc(M(A1-B1)).

User Al then sends SendCert(A 1), RecCert(B1) along with the token and protected message
to user B1.
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VI. Obtain External Seed Key

c.17
IK(A,B)
CMA CMA
HA" " BH
C.20
C.19 ExtSeed(AB.B1)
RecCert(B1)
User User
HAlH C18 " Bli)
SendCert(A1),
RecCert(B1), Co1
Token, -
Enc(M(A1-B1)) M(AL-BD)

Figure 6 Obtain external seed key.

C.17 CMA B hasloaded an interoperability key shared with A - IK(A,B) using, for example,
one of the mechanisms described above.

C.18 User B1 receives SendCert(A1), RecCert(B1) and Enc(M(A1-B1)) from user Al.

C.19 User B1 requests the external seed key by sending RecCert(B1) to CMA B in a
CKI Ext SeeReq.

C.20 CMA B generates an external seed key for B1 using IK(A,B) and the parameters in
RecCert(B1) - ExtSeed(AB,B1) - which it sends back to user B1.

C.21 User B1 generates the token key using ExtSeed(AB,B1) and SendCert(A1) which then
it uses to obtain the data encryption key and so decrypt M(A1-B1).
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VIl. Revocation - User Compromised

c.22
c.23
CMA RevUserList(B1) CMA
HA" b BH
C.24
CRL (RecCert(B1))

User User
13 A 1” b Bli)

Figure 7 Revocation - user compromised.
C.22 CMA B finds out that user B1's seed key is compromised.

C.23 CMA B sends a CKI RevokedUser Li st Ann to CMA B announcing a new revoked user
list including B1 - RevUserList(B1).

C.24 CMA A sends a CRLANN message to al its users including any receive certificates
produced for B1 - CRL (RecCert(B1)).

C.25 Any future request for areceive certificate for B1 isrejected until arevoked user listis
received not containing B1.
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