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The Need
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3G

SMS, WAP, MMS, GPRS, WCDMA, SIP,
HSCSD, i-Mode... Bluetooth... IPv6, MEXE...
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& but the Security Needs
Are the Same

e Channel Security
— Confidentiality (limited to the authorised persons)
— Integrity (not altered, entire and undiminished)
— Authentication (the origin or author unquestionable)

e Content Security

— Integrity (functional and uncontaminated)
— Availability (suitable or ready for use, accessible)
— Privacy (accessible only to the persons concerned)

Protection is needed for both the
Infrastructure and the terminals!
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Data Security Is Critical In
Many Mobile Solutions

"The use of PDA devices offers clear
benefits for us, but it also exposes
us to evident new security risks.
Confidentiality of information is
critical for our operations and we
simply cannot afford compromising
security.”

— Anders Nordlander, IT-Security Manager, Swedish
National Social Insurance Board
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F; F-SECURE" Standard Device Security
| Is Not Enough

Security needs vary, some people find
security confusing or annoying

 Manufacturers balance the device
Eﬂﬂ features to meet the needs of both
e business users and consumers

e Security software is usually not a core
competence of the manufacturers

[ e There will always be a need for
additional security in business use



The Challenge
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Wireless Connections as a
Security Challenge

A wireless connection alon@ does not
change the nature of the de¥ice much

Encryptlon IS always neede to ensure




Mobility as a

Security Challenge
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&ﬁmall Size of Device as a
» Security Challenge

Wireless access offers"major business
benefits nIy W|th tr Sl obility

Handhel ' \ work and
free tim - . gl package




The Threat
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- Unwanted Disclosure of
Stored Information

g?L

More than ten mobile devices are lost
or stolen i ths gvery minute

e Majority G s are never
returned t¢
- It only takdS'SEeOnd. access the
= data in an obile device
/ e Unauthorise v have tools
to by-pass s e locks
e Data on remcd gra can be

accessed with any compatlble device
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F F-SECURE" Unauthorized Access to
ft Corporate Networks

Every mobile devicg h remote
access is a netwoagtess point

e Use mobye devices
) |V ()
- e Emplo % e passphrases for
mobile de he network

should never be
of access

/ e Possession of
( the only auth®
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The Solution
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e On-device

— to protect the handheld devices in all situations
< Automated
— easy to install, update and manage
Invisible

— optimized for the wireless platforms to guarantee the
fastest possible functionality

— no need for user intervention in normal use
e Trustworthy

— strong encryption algorithms and continuous and fast
anti-virus updates

e On the market
— tested commercial products with full support
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fs " The Completé Package

e Reliable and tested products

e Integrated systems and
iInteroperability

e Covering all platforms and all devices
e Best available functionality
e Easy management

e Full update service and technical
support
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F-Secure Handheld Managar
F-Secure Koy Managar

Remaote installation
Predafined sattings
Key recovery
'~ Anti-Vires updates
h‘ Software updates
»

F-Sacure Anti-Virus™
F-Secure FilaCrypto™
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Potential Business Models

e Licence agreements with hardware
vendors

e Subcontracting and OEM deals
e Direct enterprise sales

e Service provider cooperation

e Sales through partners

e Internet sales
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sSsummary

People value freedom and privacy
Mobility is a security challenge

Even the best built-in security iIs too
weak for demanding business use

Content encryption is needed today

s e Security applications should be
installed on all mobile devices
/_ e Good products are automatic, invisible

and easy to manage
e Market demands complete solutions



