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Agenda (1 of 2)

 Tues 09.00 - 17.30: Secure Message Liaison
 Tues 14.00 - 17.30: Mobile Identity Management
 Wed 09.00-12.30: Enterprise Vulnerability 

Management
 Wed 14.00-15.30: Security Forum:

Introductions, Review of Agenda, Report on actions & progress 
since previous meeting, External Reports

 Wed 16.00-17.30: Identity Management
Joint with DIF – IdM White paper, IdM Catalog, future work

 Wed 18.15-22.00: Potomac River Dinner Cruise
 Thurs 09.00-10.30: Managers Guide

Identity & Authorization, PKI Trust Models, Identity Theft, 
Digital Rights Management
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Agenda (2 of 2)

 Thurs 11.00-12.30: Security Architectures
 Thurs 14.00-15.30: 

 Presentation: e-Commerce Framework & Quality Attribute 
for Digital Certificates in the Internet – Richard Lee

 Project ALPINE – review of the 5 ALPINE deliverables
 Thurs 16.00-17.30:

Security Forum Planning review
 Friday 09.00-12.30

 Forum Reports
 Security Architectures workshop

 Close 12.30
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Enterprise Vulnerability Management

 09.00: Introduction – Mike Jerbic
 09.15: FISMA and its import – Dr Ron Ross (NIST)
 09.55: Risk Preparedness Index and the American 

Security Forum – Narender Mangalam
 10.30: Break
 11.00: Concepts of EVM – Dr Art Robinson
 11.30: Admissibility of e-legal documents and the 

EOF – Tony Higgins, Legato
 12.00: Next Steps - Summary review and discussion – 

Mike Jerbic
 12.30: Close
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Key Achievements since Boston

 Developed Enterprise Vulnerability Management 
initiative, building working relationships with 
American Security Consortium (ASC) and Electronic 
Original Foundation (EOF)

 Lightweight Fasttrack review of ASC Risk 
Preparedness Index document

 2 new projects: Identity Theft; Authentication 
Technologies

 Gained 1 new member – Sapphire Technologies 
(Vernon Poole)

 Proposed SAML version 2 certification program
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Deliverables status

 Managers Guide to Data Privacy – delivered in July 
2003, printed paperback copies now available.

 Technical Guide to Security Design Patterns – 
company review completed, work on resulting change 
requests still underway, with consequent delays to 
plans for writers workshops.

 Managers Guide to Identity & Authentication – draft 
editing continues

 ALPINE deliverables – plans to present 5 deliverables 
for acceptance in EU Project Workshop on 27 Nov 
2003.
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Teleconferences since Boston meeting

 19 Aug:  Security Architectures - questionnaire on the 6 architecture 
models; 7 participants

 2 Sept:  Guide to Identity & Authentication - draft review; 6 participants

 9 Sept:  New directions for information security - quantifying 
effectiveness, and an accountability approach; 8 participants

 16 Sept:  Joint project with I3C - project plan; 5 participants

 23 Sept:  Security architectures - questionnaire on the 6 
architecture models; 5 participants

 30 Sept:  Enterprise Vulnerability Management - Risk Preparedness 
Index (RPI) document review; 7 participants
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Reports

 Secure Messaging Architecture
 document created by the MMF
 now starts company review on 29 October
 merits review of security content by Security Forum 

experts
 propose SecF Topic teleconference with MMF authors 

in 1st half of Nov’03. Ian to arrange.
 Other …
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ALPINE Project

ALPINE: 
Active Loss Prevention for IT Enabled Enterprise

Web site:
http://www.opengroup.org/security/alpine 

Interactive Web site:
http://www.opengroup.org//alpine 
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ALPINE Goal

The creation and operation of an Active Loss 
Prevention Working Group to address common 
ICT Security problems faced by users (especially 
SMEs), achieve consensus on their solutions 
across multiple disciplines, and create a 
favourable e-Business market impact. 
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European Commission Roadmap 
Projects

AMSD : Overall dependability
e-business embedded    CIP
privacy

DDSI
Dependability policy support

WG-ALPINE
Active Loss Prevention

PAMPAS
Mobile 

privacy & 
security

AMSD
Dependable 
embedded 
systems

ACIP
Critical 

infrastructure
protection

RAPID
Privacy / 
Identity 
Mgmt

BVN
Biometrics

RESET
Smart
Cards

STORK
Crypto
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The Active Loss Prevention Goal

Active Loss Prevention will reduce  the incidence 
and impact of loss that  occurs as a result of 
unauthorized activity in information systems 
within and between organizations. 
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Phase 1
Start-up

Phase 2
Operation

Phase 3
Consolidation

Timeline

December
2002

August
2002

August
2003

January
2004

Working 
Group 

Launch

• Market Study
• Recruitment
• Structure

Dissemination and Infrastructure Operation

Operation of Special Interest Groups

Working Group 
Exploitation
• Policies
• Standards
• Best Practices

• Conferences
• Reports
• Discussion Forums

• Mobile Transaction Liability
• Security Policy Management
• Trust Services Mapping
• Trust Marks
• Dependable Embedded Systems

First 
Results

Further
Results
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ALPINE SIGs

 Security Policy Management – best practices (ESI)
 Trust Services Mapping – services that enable e-

Business transactions (The Open Group)
 Liability in Mobile Transactions - closing the liability 

gaps in mobile transactions (ETIS)
 Trust Marks (ESI)
 Dependable Embedded Systems (The Open Group)

To access these documents & related information:
www.opengroup.org/alpine 
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