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Cloud Computing Service Layers

Description
Services – Complete business services such as 
PayPal, OpenID, OAuth, Google Maps, Alexa

Services

Application
Focused 

Infrastructure
Focused

Application – Cloud based software that eliminates 
the need for local installation such as Google Apps, 
Microsoft Online

Storage – Data storage or cloud based  NAS such as 
CTERA, iDisk, CloudNAS

Development – Software development platforms used 
to build custom cloud based applications (PAAS & 
SAAS) such as SalesForce

Platform – Cloud based platforms, typically provided 
using virtualization, such as Amazon ECC, Sun Grid

Hosting – Physical data centers such as those run by 
IBM, HP, NaviSite, etc.
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General Characteristics by Service Layer

Services
Information

Risk

Relative 
effectiveness 
of technical 

controls

Inter-
operability 

Risk

Difficulty of 
enterprise 
integration

Capability
Maturity ?
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Cloud Property Model

Insourced

Outsourced

Proprietary Open 

Internal

External

Where
Is the physical 
infrastructure?

What interfaces are available?

How are the interfaces built?

Who controls them?

Who
Does the service 

provider work for?
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Example Security Questions

Insourced Outsourced

Internal

External

Distinction
fades as 

collaboration
increases

External / Internal distinction fades as  
effects of deperimeterization increase

Where is my data?

What due diligence did my employees 
do prior to using the service?

What leaks are there from the cloud 
service back into my infrastructure?

Will I be able to deliver?

Do I have the skills?

Do I have the resources?

Can do I recover costs?

How is my data protected in transit? 
Who is responsible if something goes 
wrong?

What about business continuity?

How does my data securely enter and 
exit the cloud?

Who has access to my data?

What about export and Privacy laws?

How is the EXT/INT interface 
managed? 
Can the Outsourcer integrate into my 
infrastructure?
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Example Interoperability Questions

Proprietary Open

Internal

External

Distinction
Hinders 

collaboration and 
agility

External / Internal distinction fades as  
effects of deperimeterization increase

What if I need to switch vendors?

What if my collaboration partner uses 
a different vendor?

Do I have to implement proprietary 
interfaces to do business with the 
provider?

When I run out of resources can I 
engage an external cloud service 
provider?

Can I simultaneously engage multiple 
service providers?

Is this where I want to be?

Do I still need internal cloud services?

Will this allow me to leverage multiple 
cloud service providers to jointly 
perform a task?

Will it further enable collaboration 
among multiple partners? 

Who should control them?


