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R4 Network Centric Warfare

...Joint/ Enterpris

P
iy —= 4

Enterprise
Services B

» Stovepipe systems

 Little or no
interoperability

e Some network
connections e More networks
* Pervasive networks

* Some We*? SIS » Mission-effective apps & applets
» Various directory & » Assured, interoperable enterprise

security services services :
. Dynamically composable architectures
* Uncoordinated

: . Robust & reliable edge computing
Service/Functional Accurate, timely & relevant info
transformations

Improved Quality of Service (QOS) with
e Few authoritative centrally managed infrastructure
data sources

Force
Sustainment
Providers
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RS
ap et-Centric Vision
T _ Busimess and
Characteristics Technical View Warfighter Benefit
) : : Core Services Enable 1000s of DoD sImproved battlespace and
S O *Net-based functionality Content and Service Providers operational awareness
‘= o °*Reliable, highly predictable Business | Warfighter |intelligence *Ubiqui '
S S global performance _._g I@_l._ Ubiquitous service access
25 . . i i i Enable faster optempo —
E_ S *Componentization Of |mprove Speed Of
o < reusable software c Servi eees® command
< 8 i ore Services == .
O eDynamically connected v .
coMponents Focusing combat power
Data Descriptors enable -
L Discovery and Use *User driven data
GC) .TPPU - raW data avallable Core Layer Extensible Layer access,dellvery
c . - — *Data fusion is enabled -
= g Data tadg%ed V\;:'[h mztadata e — cormgnan speie Information superiority
D S .Forwar ata oste on . Resource Descriptors + .Innovatlon data |S
= pelggla/rgggnected garrison [ summary contentpescrpors | o rmocon combined in novel ways
O Format Descrptors allowing self-
synchronization
® *IPv6 End-Tc_)-En_d T_ransport Ubiquitous IP *Full reach-back to garrison
« < °*Enable traffic priorities and resources
s O policy
= g *Security inherent in the IP layer *Network-based
"q_') S oSupportS |arge growth in edge m Capabilities available at the
pZ g devices forward edge
O eSingle backbone supporting all
Security levels ’Enhanced Performance
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Service

Data and

available for use, accessible
via services. Metadata added
to services based on

producer

Produc Service Consumer

Automated search of data services
using metadata. Pulls data of
interest. Based on producer

registered format and definitions,
translates into needed structure.

applications

's format.

e Searches metadata catalogs to

sults found
metadata

nabled In

Service
_.-‘ Registries h;

-

Messaging Data Transformation

Services Services Services UNCLASSIFIED
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(' Why a SOA and Web

v""'"‘v‘

= Services?

« Better reuse of software components
@ II‘ « Enables service assembly
» Better return on investment
Discoverable

 Platform and language
|I‘ independent

. e [everage existing IT investments
Highly J J

Interoperable

 Location transparency
II « High availability

Loosely Coupled and s IEmpha:c,lsI onbpusmess logic and
Decentralized €ss on plumbing

J._'J_jma‘i
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WSRP Description
WS-Transactions, WS-Coordinalion
[ ws-car
| ws-BPEL
WS- Choreography
WSIA,
ws-an% |
WiS-Addressing ' Transport
WE-ReliableMessani |
| wis-Reliability |
Aftachments, DIME
| Specification | Experimentatior] Earty Adoption N Key
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NCES - Holistic View

. BUSINESS DOMAINS
Entity « Installations &

Emnvironment

* Human Resowces

= Sirategic Planning &
Budget

* Accounting & Finance
* Logistics
* Acouistion

~ DOMAINS
 Command & Control.
' Force Application

Mational
Intelligence

Domain

Focused Logistics

| Institutional COls |

| Expedient COls | .
Domain
Cross Domain C0Ols ~ 0l
Capahilities

Speciakzed functional area
Kfohmation and senvices

GIG Inferm ation Transport Infrastructure

HoOMldde e e
- e
LA Security
ESM
iscovery ollah

Eﬂi’ullad nfo Ecclhiangs [Cg

GIG Infommation Trangport Infrastructure

- >. Technical
I A/Security Infrastructure
E 5M Domain

Core Enterprise Services {((CERS)

Core inform atton and
EOMNICES FHYONE CaN NED

Miud, Cediben

bt ‘Transformational Communications (TC) & Computing Infrastructure;
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=5 NCES | ment 1 Content
> ncremen onten
| JUNO4 OCTO4 MAYO05 DECO05 MAROG
| Spiral 1 | Spiral 2 | Spiral 3 | OT/ST&E |
GES Portal
Identity management infrastructure
Collaborative S/W Development
Metadata Management I0C Capab”ity

WS Registry

WS Monitoring C2&I SIPRNet Portal

UDOP Info Mgmt Infrastructure
eBus Mediation

¢ WS Management
MS B WS Reliability
Approval Real-time collaboration

Web Content Management
WS Security Services
ID Federation

A

AP| Freeze

A

GIG-BE 10C

SABI XML/WS Guard (NIPR/SIPR)

NIPR/SIPR “Internet Style”
Business Framework Richly
Populated and Utilized to Support
Key DoD Processes*

Enterprise Content Management
Service Orchestration

Real-Time Event Service

Event Correlation

Transaction Translation (Mediation)

Spiral 1 Capability
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*<». Nine Product Families in CES

e Application (Hosting)

e Collaboration

e Discovery

 Enterprise Systems Management
* Information Assurance/Security
e Mediation

« Messaging

e Storage

e User Assistance

UNCLASSIFIED 9



@[\TION ‘913’),

UNCLASSIFIED

S
%Vg; C S . C :
*"’y ommon service ategorles
Example Types: Provider: DISA
 Data Service Sy
— Provides data content in a structured Type:  _XMLDatareed
_ Sourcé | HTML Data Feed |
format for consumption by a consumer Data I
Provider | Portlet to Data |
— Good examples use XML for data DA Scoped Foad |
structure '

e Ul Service
— Provides direct interaction with end-user

— Examples: HTML content or graphical portlet as the
output of the service

« Conversion Service

— Translating, filtering, combining, or fusing data sources
 Business Process Management

— Maintains state across multiple services

A single system can support many types of services on the
network UNCLASSIFIED
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NCES:
Service Standards (Near Term)

Standard Category j [Current NCES Standards
Security PKI, SSL, SAML
Discovery UDDI 2.0+ compliant

J2EE-compliant

Application Server

Description WSDL (Doc Literal)

SOAP (Doc Literal), WS-Attachments,
DIME, HTTP, FTP

Transport

Portlet JSR-168 Java Specific

XML (XML Registry), LDAP, ODBC,
JDBC, ANSI-SQL

UNCLASSIFIED
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would like to use when mature

WSRP — Web Services for Remote Portals

XKMS - XML Key Management
Specification

XACML - Extensible Access Control Markup
Language

uUDDI 3.0

IPv6 — Internet Protocol version 6

Defines the interface and semantics and provides a
Web service standard for content sources with portals
and other web applications

Interface to PKI enabling Web services to register and
manage cryptographic keys used for digital signatures
and encryption

XML schema designed for creating and automating
policies to control applications access on a network

Expands UDDI 2.0 to include registry-to-registry
interaction between both public and private registries

Next generation internet protocol designed by the IETF
to replace the current IPv4

UNCLASSIFIED
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Security Services

&>

APP Service Providers

Data Service Providers

D -

Rich Clients

Thin Clients

Standard-based Security Info Exchange over SOAP
(WS-Security / SAML)

L !

Management
Console

Policy
Decision
Service

Key
Mgmt
Service

Principal
Attribute
Service

Resource
Attribute
Service

Policy
Mgmt
Service

Domain
Federation
Service

= ‘
Identity “

Management User / Resource
Directories

- B

Security Policies

XKMS

<): PKI

Infrastructure

Other Security
Domain

UNCLASSIFIED
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Mediation Services

Developers,
Architects, etc

%

o

I

CORE Services

» Provides an XML translation service
based on translations (XSLT
Stylesheets) using the DoD Metadata
Registry and Clearinghouse metadata
products

» Web Service Based API to registry

Metadata
Registry Portal
Data XML

Elements

Registry Registry
Database Reference
Segments Data Sets

Registry Registry

Mediation SyStemS
Engine(s)
Translations ——| Transformation v
Web __ Schemas - Services
Services | g < > —
WS-I < >
(SOAP)
Metadata — == Search —
Artifacts —_— Services e
< < >

Data Instance

Catalogs(s)
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Service Discovery

Access

discovered
Info Consumers -"‘ resources

Advanced DISCOV%/

Basic Discovery

Publishing and Updates |

Info Providers

UNCLASSIFIED 15



§

5 L

e

QQ}\Q,TION Sk,

s \ ﬁ

UNCLASSIFIED

Content Discovery: Use Case

[o]

| — 4

%
End-User Consumer

(e.g. Workstation with Browser)

~ 0
A

nw S O

[ | —End User accessesthe

portal and performsa
query

Il —TheQueryissenttoa
Sear ch Aggregator, that
federatesthe search to
the other providers

Il —A structured Query
is sent to the Discovery
Service Providers,
optionally including the
cor e sear ch tool for
sear ching the items
persisting in the Storage
CES

IV —A responseis
aggregated and sent back
for the consumer

Portal Engine

0,

A

U,

@

Service Provider 1

Service Provider 2

Core Enterprise Services v / /
A

|: Federated

= Search | *
|: Service

Query Request/
Response Definition

‘V

1]

URI

Search
Service

UNCLASSIFIED
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a,‘mﬂ'ﬁ% Messaging Service

Service Provider 1 Service Provider 2

m — Service Providers
register interest in
specific message topics or Service Provider N
formats. The message
servicetracksthe ‘
registrations.
Il — A Service provider \
< publishes a message
utilizing defined format
or topic.
Il — M essage service @
deter mines which service

A
C
t
[
0 rovidersto provide
n pme%ge base% on prior Core Enterprlse Services \ / /
S Kreglstratlons X\ |:
Message
5. |: Service
Service Definition

Framework

UNCLASSIFIED
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g‘;ﬁ: ESM Services

w
Jma‘i

Service
Manager

e
| — ¥
B n

- |-L1L-L| i

— 3 .
. > C Web Presentation
Service Q g 2 = fmm .
Discovery 2o b= i Management Systems :
~+ - o - 1] I n a 1
Service Exception Alerts 2Q [->> ! Tivoli :
Monitor Manager System » Y ' HP OpenView !
e é g 8 :L NCES Security Services :
. P0|ICIeS 1 3 Policies |
- Hlstory/ \
-] H l_gen—| [Agent | Agent |
A gent A gent Agent

External
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~rOperational Thread Significance
(The Warfighter's Problem)

FIX Target  Decide Attack

ez

Enduring Freedom (Afghanistan)

: >
Time

UNCLASSIFIED 19
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GES Operational Pilots

COMMUNITIES
OF
INTEREST
(COI-Specific
Services)

CORE
ENTERPRISE
SERVICES

Joint Operations @@ 7
(JC2)COl  COCOM

; Collaboration i ensor
Discovery cgglrl%lacin
collab’n

proé:ucts Intelligence

UDOP '- alerts ' COl

P \
@& .. mimsgs \ data
T fu3|on g

~~

~ \ /

& coglgion rack
Fwd JTF*‘*\"\(\ I A

4
’

&
mail svc support \ ﬁMediaﬂon

\

(Messaging) portal \ sensor

sensor

svC Storageg g processing
—
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w7 i Operational Thread Context
GIG _
CATETT NCES Services

|Messag|ngﬁ Collab'n Hl Mediate U

Securit
Storage |)
i ional
C2 Services - Evf,%?ér?egs

Services

[\

‘ —Where are my ground f@ <Where are my buddies?2—_ / \
Joint Force  —Tasking=Counter threai < Weneed medivac —3 i

Deployed
End to End Op Threads PIaE[)fo%/ms
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INCLAPGSt Before Process Supports Early
Receipt of Data

 emitter de SR, At
- specific g poon v 0
| W Viewwith N | [
~option to pull\ WM

L
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G Registering a Data Service

Modify registry hosted by
Storage-Service provider

Discovery

html I/F

Request addition to
registry svc

Create/update index
service

> erVICG U
html |/F

Initiate indexing of new
data source service

equest addition of

dynamic data source
Upload unstructured data service to registry
to storage service

Store file svc

« SIGINT ground processing station initiates
process to register a new data service for
SIGINT hits in the Bde area of operations

« Since disk storage and connectivity are
limited at the van, the watch officer takes
advantage of the regional storage service
provider and uploads his info products
(e.g., files)

SIGINT ground processing station
(Data service provider)

UNCLASSIFIED 23
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*-sﬂhrg Use Case: Alerting Edge User
o about Dynamic New Content

html I/F html I/F
SOAP I/F

Browse file svc Subscription matching

: Create/update index
service

service

Send alert service

—J SOAP IIF

bend alert to matching
subscribers

Store file svc

Send alert

« Subscription matching service periodically . _
checks available indices to learn about new S |
contents; matches new SIGINT hits with ' < '
MAJ Smith’s subscription Browse data source;

e Send alert to MAJ Smith (download optional)

« MAJ Smith browses the data source; with
an option of downloading the report (file)

24
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~r7 What Is Horizontal Fusion?

Federated and Integrated Operations

Horizontal Fusion is Net-Centric and focused on:

« Data and cross-functional posting

 Ad hoc access to and fusion of data created by
operations which are both integrated and federated

 Making sense of that data

Supports Standing and Ad Hoc COils

UNCLASSIFIED
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%,W%s; QL1 Lessons Learned:
— Net-Centricity

 Heavy clients are still needed and can be net-centric
« Web portals aren’t necessarily net-centric

— Need for portlet interoperability standards
 Our networks aren’t 100% reliable

— Bandwidth is still an issue
— Need full visibility across the WANs, MANSs, LANs

e Success of net-centric approach will require integration of
network monitoring, services/system monitoring, and business
process automation/management

UNCLASSIFIED
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QL1 Lessons Learned:
Technologies

 Web Services were effective
— Short ramp-up time and low cost
— Powerful integration capabilities
— Not perfect in every situation

« WS RPC vs JMS for asynchronous event driven data (e.g.,
COP track updates, alerts

« SOAs will require new processes and procedures
— Offering a service vs running a system
— Impacts development, testing, and operations

UNCLASSIFIED 21
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=3 QL1 Lessons Learned:

< Development
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,

Collaboration support critical to net-centric systems development
— Shared work spaces
— S/W version control and configuration management
— Bug reporting and tracking
— News groups
— Repositories for shared software and data specifications
« XML schemas, data standards, WSDL,

« Standardization vs Mediation
— Both are needed
« Change management is critical

 Best practice -- Use EJBs wrapped with a WS layer to protect against immaturity
of WS standards

 Testing
— Need unclassified testing facilities
— Unclassified data set need with S/W delivery

UNCLASSIFIED 28
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) QL1 Lessons Learned:
Operations

J@@w“&

,

Service and network monitoring needed

End-2-end SLA monitoring and management
— Shared responsibility for meeting end-users service level requirements
— Service provider vs infrastructure provider, who’s responsible?

« Need common standards
— Error reporting
— Security/IA
— ESM/NetOps
— Application services
» Delivering CES on different security domains to different user communities will
alter alternative costs, priorities and weighting factors
» Net-Centricity will require a high degree of coordination, centralization and
shared infrastructure

UNCLASSIFIED 29
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%m- Quantum Leap 2

mw““&

* Pilot fielding on initial NCES services
« Enhancements to initial pilot services offered in QL1

Migration from simple point-to-point SOAP over HTTP
web services to managed services and robust
messaging

Focus on

— WS security services

— WS management and integration with traditional ESM tools

— WS discovery and content discovery

— Mediation

UNCLASSIFIED 30
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. Summary
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e Piloting of initial CES offerings will minimize
development and production risk for NCES

e Operational threads are necessary to bring meaning
to the CES's (use of C2 and Logistics threads
planned in first couple spirals)

 CES offeringsto be made available to community
upon completion of first NCES spiral

e Web Service standards are maturing in parallel with
NCES efforts
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