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 Today's Approach

e Tomorrow’s Vision
e How Do We Get There?
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| nteroperability KPP Today

Top-level IERs will be used as the basis to develop interoperability KPPs. The
interoperability KPP definition will include that al top-level IERs will be satisfied to
the standards specified in the threshold and objective values.

Typically the threshold criterion for the interoperability KPP will be 100 percent
accomplishment of the critical top-level |ERs, and the objective criterion for the
interoperability KPP will be the accomplishment of all top-level IERs.

Interoperability KPP Threshold (T) Objective (O)

All top-level IERs will be 100% of top- 100% of top-

satisfied to the standards level IERs level IERs
specified in the Threshold designated

(T) and Objective (O) critical

values,

(CJCS| 6212.01B)
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Problem: |ER Scalability

One-to-One

Current Interoperability KPP
centers around one DoD
architectural view (OV-3) that
contains “Information Exchange
Requirements” (IERs)

— One-to-one relationship
(point-to-point)

This example: 10 systems o /

IERs 10(9-1) = 90
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~'Operational Information Exchange Matrix (OV-3) —
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Solution: The Net-Ready Approach

One-to-Many

Net Ready approach centers on
central network:

— Focus on organizational f
COntrlbUthnS and ' ‘wt Centric Information Enviromment &
consumption of e

' {Daia Sharing Strategy and Enterprise Services)

|nf0rmat|0n ‘ -+ User Assistance *COI Gervices :
— One-to-network paradigm ) ponllsbirses g _
* Discovery * Applications

* Storage '

“. +Messaging

This example: 1 system
has to deal 1 interface
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How GES/NCES works

B B EBFE B B B EEREIONI
iscover
Services

essagl
Service

Storage
Services

& Trigger Alert
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How NCES works (Cont’ d)

ediatio
Services

llaborati
Saryices

Security
Service

e

Report
Deliver Transformed Data
Share Estimate
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Net-Ready KPP
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SATTNE-Centric Operations and Warfare (NCOW)
Reference Model
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o Generic user-interface
* Intelligent-assistant capabilities

* Net-centric service capabilities
(core services, Community of
Interest (COI) services,

* Environment control services

* Enterprise management
components.
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TN E-Centric Operations and Warfare (NCOW)
Reference Model

Provide Net-Centric
Information Environment

A0
Interact with Perform Provide Resource Manage
Net-Centric Net-Centric Net-Centric Service Net-Centric
Services User/Entity Services Requests Information
Al Services A3 A4 Environment
A2 A5
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TN E-Centric Operations and Warfare (NCOW)
Reference Model

Provide Net-Centric

Services
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. . Perform
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Environment
Core Col
. - Control
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NCOW RM Target Technical View

WWTW)-----III

. Services . Services .
Heterogeneity- Description & Services Ac_cess & Discovery & Web Ser_wce
Aware P2P . : Invocation : Security
Registration Integration
Internet Protocol Interne_t Protqcol Emerging Tag Switching PrOCeSSI ng

Version 6 (IPV6) Security Policy Transport for IP Routi
(IPSP) Protocol Services or outing
Interoperable
Networking Mgt Routing Networking g
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Mobile High Assurance IP
Cryptography Interoperability -
Security
Policy Common Directory Common Open S . .
: urvivabilit
Framework/ Information Model Enabled Policy y
(PCIM) (CIM) Schemas Network Service (COPS)
(DEN) Protocol Protocol Scalability
Service Level litv of _
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| ntegrated Architecture

N - 9 FE F F B FE FEEERI
AV-1

Oov-2| | Ov-4f| OV-5

» Operational Nodes

» Organizational Relationships
o Operational Activity

» Operational Event-Trace

« Systems Functionality

Sv-4 SV-5 SV-6

OVv-6c SV-5 SV-6

Description
* Operational Activity to Systems
Function
OV-5 Sv-4 » Systems Data Exchange
e e * Technical Architecture Profile
OVv-2 Sv-4
NCOW
RM 17
SV-5 TV-1
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Information Needs

ntegrated Architecture

AV-1
Ov-2 || Ov-4 || OV-5
SV-4 SV-5 SV-6

_| Information Timeliness |

OV-6c

Precepts

Nodes, Needlines & Activities
Organizational Relationships
Systems Information Exchanges
Activities& Process Flow

Data Flows

Capability to Systems Trace

= Information Assurance

ov

-5

Sv-4

Required Systems Information Exchanges
Performance Attributes:

> Periodicity > Availability

> Timeliness > Throughput
Time Ordered Nodal Information Exchanges
Capability to Systems Correlation to Meet
Timeliness Requirements

SV-5

SV-6

Net-Enabled

Required Systems Information Exchanges
Performance Attributes:
> Accuracy > Information Criticality
> Availability > Integrity
Data Flows/Formats
Information Sequencing
Capability to Systems Correlation to Meet
Information Assurance Requirements

Ov-2

NCOW
RM

TV-1

Node Connectivities and Information Needs
Capability to Systems Correlation

Mapping to NCOW Activities Model

Data Flows/Formats

Technical Standards Required to Implement
Capahility

» Information Sequencing

SV-TV Bridge

M easur es
of
Performance

M easur es
of
Effectiveness

18
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Supporting I ntegrated Architecture Products

Framework Framework Product Name General Description
Products
AV-1 Overview and Summary Scope, purpose, intended users, environment depicted, analytical
Information findings
Ov-2 Operational Node Operational Nodes, operational activities performed at each node,
Connectivity Description connectivity and information exchange needlines between nodes
Oov-4 Organizational Organizational, role, or other relationships among organizations
Relationships Chart
OV-5 Operational Activity Model Operational activities, relationships among activities, inputs and
outputs. Overlays can show cost performing nodes, or other
pertinent information.
OV-6¢ Operational Event-Trace One of three products used to describe operational activity
Description sequence and timing — traces actions in a scenario or sequence of
events and specifies timing of events.
SV-4 Systems Functionality Functions performed by systems and the information flow among
Description system functions
SV-5 Operational Activity to Mapping of systems back to operational capabilities or of system
Systems Function functions back to operational activities.
Traceability Matrix
SV-6 Systems Data Exchange Provides details of systems data being exchanged between
Matrix systems.
TV-1 Technical Standards Profile Extraction of standards that apply to the given architecture.

19
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. SV-1: 2003 Strike Mission

Node Connectivity Diagram
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SR Operational Capability to System

Traceability Matrix (SV-5)
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TR " Operational Activity to Systems Function
Traceability Matrix (SV-5)

Operational Activities

System Functions

3.11
3.11.3
3.12
3.12.1
3.12.2
3.12.3
3.13
3.14
3.14.1
3.14.2
3.14.3
3.14.4
3.15
3.16
3.17
3.17.1

X

1.1
1.1.1 X
1111 X
1.1.1.2 X
1.1.1.3 X
1.1.2 X
1.1.2.1 X
11.2.2 X
1.1.2.3 X
1.1.3 X
1.1.3.1 X
1.1.3.2 X
1.1.3.3 X
1.1.3.4 X 22
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Systems Data Exchange Matrix (SV-6)

SV-6: 2003 Strike Mission (Ilustrative Data)

IER Mo. Sender Receiver Content Media Info CharFormat Security Freq Timeliness Thru put
1 JEMCC CHIC TargetID JTIDS/SAT D ata J 3.%0 EGWV-8 Wis 30 sec Hra
2 DDGE-51 JTFMCC Track Init. DDE Sensor CEC data KT-7 Wi 1 sec rA
3 JFMCcC E-2C Engage OrderJTIDS/SAT D ata J 13.85 EGV-8 MNis 15 sec Hra
4 E-2C JEMCC Track Update DD S Sensor CEC data EY-? MNis |Pms IR FFN
5 CWIC FrA-18 Engage Crder JTIDE Data J 1385 EGV-8 Wis 10ms WA
& DDG-51 CWIC TargetLoc DDz Sensor CEC data ET-7 MNis |4 sec IR
7 Patriot CWIC Target Acqg JTIDE Data J 456 EGV-8 MNis 2 min MiA
2 FiIA-1BECDCVIC Target EKilled |[JTIDE Data J 876 EGV-8 Wi 3 min MiA
9 E-z2cC CWIC CAP Posit JTIDE Data J 1074 EGV-8 MNis 35 sec MiA
10 Patriot AWACS |TargetLoc JTIDS/SAT D ata J 12101 EGV-B Wis 4 Sec Mra
11 CG-47 CWIC TargetLoc DD s Senzor I 12101 ET¥-7 HNid |2 sec IRFFS
12 oG -47 DD G-81 TargetID DDz Sensor CEC data ET-7 MNis |1 sec IR
1z DDGE-51 CG-47 PositInfo DDE Zensor CEC data KT-7 WiA 500 ms HrA
14 T -47 AT ACE |Zze Orders JTIDE Data J7.95 EGWV-8 WiA 2 min rA
15 T -47 SHARTS C=ze Orders JTIDE Data J7.95 EGWV-8 WiA 2 min rA
14 Patriot JFMCC TargetLoc JTIDS/SAT D ata J 12101 EGV-8 MNis 4 min Hra
17 Hawl JFMC TargetLoc JTIDS/SAT Data T 12101 EKGV-8 WiA 4 min Hra
18 E-2C F/A-18EF Z=ze Orders JTIDE Data FT.L EGWV-8 Wis 30 sec rA
12 Fi/IA-1BEF CG-47 Target ID JTID S Data J 3.%0 EGV-8 Wis 30 sec MiA
20 DDG&E-821 DDG-51 TargetID JTIDE Data J 3.%0 EGWV-8 Wis 30 sec rA

Note: Notional architecture for instructional purposes ciassirication )



Net-Ready Key Performance Parameter Products

. . Kil |
Supporting Architecture Products P A
C C
N LISI
Document c 0 0 Profile
0 o v b
A 0o 0o 0o 0o 0o v S S S S S S T W | |
\% \% \% \% \% \% ) \% \% \% \% \% \% \% R | |
. - 6 - M a a
1 1 2 3 4 5 c 1 2 3 4 5 6 1 n n
c c
e e
ICD X X
CDD X X X X X X X X X X X X X.
Basic
CPD X X X X X X X X X X X X X
Complete
CRD X 1 2 2 2 2
ISP 3 3 3 3 3 3 3 3 3 3 3 3 3 3 3
Complete

Note: X = Required
(1) Old CRDs Updates
(2) New CRDs 24
(3) ACAT, NON ACAT and Fielded Systems. NR KPP products produced for the CDD and CPD will bed_slggg]lg%ASrFON L)
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| nterface
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Users
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GIG Enterprise Services Vision
B B B EFE B FEFEERErLI

DoD (ritle 10)

IC (Title 50)
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Net-Centric Enterprise Services
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Messaging Services Assistant _J
26
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GES/NCES

Warfighter Domains
& Control Application

Focused Battlespace
Logistics Awareness

| |

Discovery

usiness Domain
Environme

o alcyiC
O
2 Riidne

Applications

--

Net Centric Enterprise Services (NCES)

_ Key Interface 27
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KIPsto NCES/GES

,y( )-) Space to Terrestrial/

Other Global TELEPORT

Networks Logical Networks to

GIG Backbone

Join\ Global Information Grid
Interconnection

Service L (GIG)
o,

Application to
COE/NCES/GES

Application Server to
Database Server

Application to
Shared Data

et-Centric Information Envi%nment
Data Sharing Strategy and Enterprise Services)

Non DOD
Entities

Allied or Coalition
Operating Forces

Secure Enclave « User Assistance * Information  « C|O Services

Service Delivery » Collaboration Assurance/ . pediation @
Node « Discover oectnty « Applications
y Enterprise
L °
‘ * Messaging @ P o Storage @
® Services
Management
Non DOD Information ® [ )

Infrastructure Terrestrial
Components DISN Service

Delivery Node

Mgt System to
Managed Systems

Mgt System to Int
Managed Systems ;-
Bases, Camps, Info Servers to IDM g y b

Posts, Stations IDM to Distribution Infra CLAS§
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The 17 Key Interfaces

Communications KIPs

Logical Networks to DISN Transport Backbone
Space to Terrestrial Interface
JTF to Coalition
JTF Component to JTF Headquarters
Teleport (i.e., deployed interface to DISN)
Joint Interconnection Service
DISN Service Delivery Node
Secure Enclave Service Delivery Node (e.g., SCl/Collateral KIP)
Computing KIPs
Application Server to Database Server
Client to Server
Applications to COE/CCP
Network Operations KIPs
End System to PKI
Management Systems to (integrated) Management Systems
Management Systems to Managed Systems
IDM to Distribution Infrastructure
Information Servers to IDM Infrastructure
Applications
Application Server to Shared Data (e.g., Situational Awareness Data KIP)

(Pilot Projects in Red) 29
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STEP/TELEPORT

TELEPORT

Standardized
Interface:
Modem Convefrsions

Crypto
Switching / Routing

STEP

30
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JTF to Codlition

VTC Telephone
- DS IPSec

Allied/Coalition
Extranet Servers

Gt Console Mgt IDS
Integrated Console
. Scanner
Firewall & D D
IPSec = =
- — ) Releasability
=1 Guard
M IDS ‘ ‘ ‘ LAN
Border Sensor Switch Interior
- Gatewa LAN Router
Voice IDS Y switch
Switch Sensor “—= e e 7 N
== I Crypto
IPSec Security  IPSec Security
Extranet Policy Database Association
dial in
(Server) - Servers (DNS, - Database/‘
web, etc)

with Host-
based IDS

U.S. Facility
v vy é JTF é'

” ’* oalition HQ 'ﬁ < v
Coalition H - ":(5 h “ .

Nets
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Key Interface Profile

v'Refined Operational View

v'Refined System View

v'Interface Control Specifications -- Interface Control Document (ICD)
v'Technical View & SV-TV Bridge

v'Configuration Management Plan

v'Procedures for Standards Conformance and Interoperability Testing
utilizing reference implementations

v'Engineering Management Plan

32
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Key I nterfaces — Prioritized/Funding Requirements

Priority Key Interface Profile Estimated Cost
1 JTF Component to JTF Headquarters**.............ooooiiiiiiiiinnnnenn. 400K
2 JTE 10 Coalition ... e e 300K
3 Logical Networks to DISN Transport Backbone........................... 100K
4. Space to Terrestrial ... 300K
5. TELEP OR T . e e e done
6 Client to SerVer .......cuieiieii i i ee e e e e L00K
7 Application Server to Shared Data ...........ccocevviiiiiiiin i, 50K
8 DISN Service Delivery NOde ........c.ciiiiiiiiiiiii e 200K
9. Secure Enclave Service Delivery Node ...........ccooiiiiiiiiiiiiininnns 250K
10.  Application Server to Database Server ............ccoooviiiiiiiiiiiiinn, 200K
11.  Joint INterconNection SEIVICE ..........couiuiieiiiiiiiie i 200K
12. Management System to Managed Systems .............ccccevvvvinnnen. 250K
13.  Application to COE/CCP (NCES/GES) .......ovvviiiiiiiiii i 200K
14.  ENd System to PKI ... 200K
15. Information Servers to IDM Infrastructure ..............c.ooeeviiienn. 250K
16.  IDM to Distribution Infrastructure .............cooooiiiiii i, 200K
17. Management System to (integrated) Management Systems ........ 200K

*Must be timed with SJFHQ/DJC2
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| nformation Assurance (DI TSCAP*)

CLASSIFICATION (U)

I nformation Assurance ] o
I S ] OAvallabIIIty

Sl e Integrity
fediicaion e Authentication
IValidation I o Confidentiality
Post * Non-repudiation

Accreditation

CLASSIFICATION (U)

INFORMATION ASSURANCE (I1A): Information Operations that protect and
defend information and information systems by ensuring their availability,
integrity, authentication, confidentiality, and non-repudiation.

34
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~"DoD Thformation Technology Security Certification and

Accreditation Process

(DI TSCAP)

l B EF F F FE FEEEILI
Document o
Mll\lseselgn _l Phase 1 Definition —  SSAA Phase 2 Verification
: system | Lif€ Cycle Activity
+Registration — Negotiation De\;‘!g\?i?ent
2 4 s y
. Certification
No Yes : Correct Analysis
Agreement SSAA — 7y
) & Reanalysis
I —
Phase 3 Validation Phase 4 Post Accreditation
> SSAA —l SSAA
Certification
Evaluation A 4
Of Int Sys System
"| Operation
1 Develop
Recommend. No
Zompliances
Yes VaIidgtion
¢ ccreditatio

Granted
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Net Readx KPP Statement
B B B B B B EErn

Net Ready KPP Threshold (T) Objective (O)
All activity interfaces, services, 100% of interfaces; 100% of
policy-enforcement controls, and | services; policy- Interfaces;
ata-sharing of the NCOW-RM enforcement controls; | services; policy-
nd GIG-KIPs will be satisfied to | and data correctness, | enforcement
he requirements of the specific | availability and controls; and
oint integrated architecture processing data correctness,
products (including data requirements availability and
orrectness, data availability designated as processing
nd data processing), and enterprise-level or requirements in
iInformation assurance critical in the Joint the Joint
ccreditation, specified in the Integrated Integrated
hreshold (T) and objective (O) architecture architecture
alues.
36
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JROCM Guidance

The following statement in the Interoperability Key Performance Parameter section
of the document prior to proceeding to further review (re-staffing of the document
IS not required):

“The <Document Sponsor > will update the Interoperability Key Performance
Parameter to include all applicable established components of the Net Ready Key
Performance Parameter (NR-KPP) in accordance with CJCSI 62 12.01 Cand a
migration strategy to the remaining applicable components of the NR-KPP no
|ater than <date - no more than 6 months>.”

This update will be submitted through the Joint Capabilities Integration and
Development System (JCIDS) process for certification.

37
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KPP Testing/ Metrics

Attributes Metrics
— Information needs — Core Elements
— Information timeliness * Information Processing
— Information assurance e Information Transfer
— Net-enabled * Information Modeling,
Metadata, and Information
Exchange

« Human-Computer Interface

* Information
Security/Assurance

— Community of Interest (COIl)
Elements

 Content, Accuracy,
Timeliness, Relevance

38
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Testing

I
cnvl ‘CPD ISP |
\ \ ' -4 . ;;

J-6 Interoperability Requirements Certification (at ea.ch Milestone)

BRANE)

J-6 Supportability Certification

Service fAgency Testing |

| DTS tandards Conformance | Cperational Test & Evaluation

A A ! i
DISA [JITC)
| Interoperability Test Certification l

) ) ! !
J-6 Interoperability System Validation

e W A e

Production or Flelding Decklion

MMaTHN fTOR ROy

Service fAgency |

| Lifecyele Support

\/ > 39
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Testing
[ N N N O O B B A

* Attributes OPERATIONAL TESTING

— Information needs

— Information timeliness e Capability Certification

— Information assurance DT / Standards Conformance,

— Net-enabled OT&E, and Interoperability
e Metrics Certification

— Core Elements » Operational Verification

» Information Processing
e Information Transfer

* Information Modeling,
Metadata, and Information
Exchange

JITC
. Human-C?omputer Interface INTEROPERABILITY
* Information TESTING

Security/Assurance
« Community of Interest (COIl) Elements

— Content, Accuracy, Timeliness,
Relevance 40
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JITC Certification Process
B B EFE B B EFEE R

Pre-Systems Acquisition Systems Acquisition Sustainment
Acquisition Concept | Technology System Development Production & Operations &
Process Refinement | Devel opment & Demonstration Deployment Support
New/Updated Capability < * Recertification/Renew < < Feedback

Y e operao e O
Interoperability DT/ _ Broduction) _
Supportability crol|ico ||copl|cro]|isP |FEMARF=®  Standards === Ogergt/ I;IJE:tligr?t Fielding Llsfjp?éie
Certification e — — — —— Conformance Decision
Process

J6 Interoperability & — o
Supportability | IA Accreditation 36 Validation

JTC

Certification
Process

| dentify

Requirements

_éert Evaluation
Approach

Collect &
Analyze Data

Determine

Interop Status

System Tracking Program (STP)

Joint Interoperability
Tool (JIT)

« JTC reviews capabilities documentsin
support of the JCIDS process

« JTC enters avail able capabilities
document status into STP (status obtained
from J6 Tool)

« JTC enters Program/System information
into STP

« JTC enters Interim Certificate to Operate
(ICTO) information into STP

gstemlnformation | Testing Information | Cert Information |

« JTC enters testing information into
STP

« Interop. Cert. Eval. Plan
e Test Plans

e Test Events

¢ Test Reports

e Assessment Letters

« Compliance Letters

« JTC enters certification
information into STP

« Interoperability

¢ Standards Conformance

* JTC maintainsthe JIT to
provide access to important
interoperability information

« JITC Lessons Learned Reports
 Test Reports

* NATO Interface Guides

« Certification letters

« JTC Capabilities Handbook

« Reference manuals
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Testing to the NR KPP

* GIG Enterprise Services No Change from current
— Compliance

— Conformance

« Key Interface No Change from current
— Compliance
— Conformance
« JTA

— Compliance

No Change from current

— Conformance

* Information Assurance No Change from current

e Cost $$

No Change from current

42
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What ismissing?
B B B R R R

NRKPP: MISSING:

» Generic Interoperability Requirement
Repository (GIRR) (Virtual)

* Key Interface — Includes DISR(JTA), KIPs, etc

— Repository of certified ‘test cases”
systems

* GIG Enterprise Services

. Cost $$ * Unknown — NCES is the pilot

. _ GSCR “Generic Switch Center
Example of what is needed: Requirements” for voice/circuit

switches

— GSCR developed over many years,
and provides established
measurable testable standards.

43
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TEST WHAT?
To the HG

~ e

Fnanca Eﬂ'l Y
O Toar

/><-==--'i=-
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=Ersin

W togistics COH
L |

£ Nel-Centric Information Environment :
! {[Data Sharing Sirategy and Enterprise Services) : y
d'f'.} +User Assistance 'E;mrmam?fn » COT Services & ﬁw'-
" SUrATCE
’ 1""""'.."'"“ + Collaboration Security ‘Mediation ”{L A"T
B
\ i « Discovery +Enterprise * Applications -
' . Services ; -
% * Messaging Managemenl Storage atie Bl
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TEST WHAT?
To the KIPSYNCES

>
’V‘ )-) Space to Terrestrial/

TELEPORT

Other Global

Networks Logical Networks to

GIG Backbone

Join\ Global Information Grid
Interconnection

Service ® (GIG)
~®

Application to
COE/NCES/GES

Application Server to
Database Server

Application to

et-Centric Information Envi%nment Shared Data

Data Sharing Strategy and Enterprise Services)

Non DOD
Entities

Allied or Coalition
Operating Forces

Secure Enclave « User Assistance * Information  « C|O Services

Service Delivery » Collaboration Assurance/ . pediation @
Node « Discover oectnty « Applications
y Enterprise
L °
‘ * Messaging @ P o Storage @
® Services
Management
Non DOD Information ® [ )

Infrastructure Terrestrial
Components DISN Service

Delivery Node

JTF to Components

N

Mgt System to
Managed Systems

Clidnt to Server/

£ il

Mgt System to Int
Managed Systems
Bases, Camps, Info Servers to IDM g y

Posts, Stations IDM to Distribution Infra

=23

ITER
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CLASSIFICATION (V) TEST WH AT,)
To NCES

l3usiness Domains . rfighter Domain
A
N

Gover nance

\
Domain/
COl

=4S g
g | 2 BE B N 5 Capabilities
ss| 2| 2| g SEN DB g
a3 g g = =
gaf sl 8 E 3 : >
3 b Levelsof
' Services
Capability Integrator pability | ntegr ator AbOLV:vzore
~/

i | Application i

i : | A/Security ) 5

¥ | A/Security LA/Security = | A/Security :

| Y ESM _ ;

: Discovery M ediation EnStSrrpnse ; >'Technical

E N t | Infrastructure

ESM

Collaboration

- - - M anagement :
| A/Security | A/Security | A/Security (EgSM) Domain
ESM ESM ESM :
.. CorcEnterpris Servioes(CES)  WaetlUMM
Transformational Communications (TC) & Computing Infrastructure v, 16
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TEST WHAT?

Content, Accuracy, Timeliness, Relevance
B B E E N FE E EE EI

Ivlatch Profile
& Tngger Llert . tull

1=
CLASIIFECATIGN U]



CLAS 3IACATION
é T WHAT? Information needs, fnformaiion timeliness,

Information assurance, Net-enahled
IS E EE B B O E E E EEDI

. Diehwer Transformed Diata

3 Share Estirnate "
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TEST WHAT? THE SYSTEMS

 Information Processing

* Information Transfer

* Information Modeling, Metadata, and Information Exchange
« Human-Computer Interface

* Information Security/Assurance

49
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T The Systems “ Operational Capability to System
Traceability Matrix (SV-5)"

Il B EF F B FEFEErErad
OV-5 Operational Activity

© o) (&) © ) Y— (@)
22121212122
R RS
| ||| || <
C ([ f| | TS| T ||
c c c c c c c
elelejelelele
S |8 B|8|88|8
) ) o ) ) o )
Q. Q. o Q. Q. o | Q
O|lO|OfO|O]|]O]|O

7p)

& | System1 © © O

)

O LSystem 2 O © ©

>

) | System 3 © © 0 ©

N

— System 4 © @O0

1

5) System 5 © © @

System 6 © O 5
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TR " Operational Activity to Systems Function
Traceability Matrix (SV-5)

Operational Activities

System Functions

3.11
3.11.3
3.12
3.12.1
3.12.2
3.12.3
3.13
3.14
3.14.1
3.14.2
3.14.3
3.14.4
3.15
3.16
3.17
3.17.1

X

1.1
1.1.1 X
1.1.1.1 X
1.1.1.2 X
1113 X
1.1.2 X
1.1.2.1 X
1.1.2.2 X
1.1.2.3 X
1.1.3 X
1.1.3.1 X
1.1.3.2 X
1.1.3.3 X
1.1.3.4 X 51
CTCASSIFICATION (U)




ST PThe Systems “ SV-1: 2003 Strike Mission

Node Connectivity Diagram”
B B B EFE B FEFEERErLI

llecti Processing Battle Combat _
SATCOM

— =

& m Patriot
%‘j} Im -
FIA-18E/F 1 {H\ AWA; S
SHARP 7&1—& w o N

? . ‘ JFMCC \H T \W
’ EE'ZC ™ h A-18 E/F

\ A-10

e

AWA%;

vl

Link-16

G-4

CEC

M

DDG-51/72

2,613
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The Systems “ Systems Data Exchange Matrix (SV-6)”
B

SV-6: 2003 Strike Mission (Ilustrative Data)

IER Mo. Sender Receiver Content Media Info CharFormat Security Freq Timeliness Thru put
1 JEMCC CHIC TargetID JTIDS/SAT D ata J 3.%0 EGWV-8 Wis 30 sec Hra
2 DDGE-51 JTFMCC Track Init. DDE Sensor CEC data KT-7 Wi 1 sec rA
3 JFMCcC E-2C Engage OrderJTIDS/SAT D ata J 13.85 EGV-8 MNis 15 sec Hra
4 E-2C JEMCC Track Update DD S Sensor CEC data EY-? MNis |Pms IR FFN
5 CWIC FrA-18 Engage Crder JTIDE Data J 1385 EGV-8 Wis 10ms WA
& DDG-51 CWIC TargetLoc DDz Sensor CEC data ET-7 MNis |4 sec IR
7 Patriot CWIC Target Acqg JTIDE Data J 456 EGV-8 MNis 2 min MiA
2 FiIA-1BECDCVIC Target EKilled |[JTIDE Data J 876 EGV-8 Wi 3 min MiA
9 E-z2cC CWIC CAP Posit JTIDE Data J 1074 EGV-8 MNis 35 sec MiA
10 Patriot AWACS |TargetLoc JTIDS/SAT D ata J 12101 EGV-B Wis 4 Sec Mra
11 CG-47 CWIC TargetLoc DD s Senzor I 12101 ET¥-7 HNid |2 sec IRFFS
12 oG -47 DD G-81 TargetID DDz Sensor CEC data ET-7 MNis |1 sec IR
1z DDGE-51 CG-47 PositInfo DDE Zensor CEC data KT-7 WiA 500 ms HrA
14 T -47 AT ACE |Zze Orders JTIDE Data J7.95 EGWV-8 WiA 2 min rA
15 T -47 SHARTS C=ze Orders JTIDE Data J7.95 EGWV-8 WiA 2 min rA
14 Patriot JFMCC TargetLoc JTIDS/SAT D ata J 12101 EGV-8 MNis 4 min Hra
17 Hawl JFMC TargetLoc JTIDS/SAT Data T 12101 EKGV-8 WiA 4 min Hra
18 E-2C F/A-18EF Z=ze Orders JTIDE Data FT.L EGWV-8 Wis 30 sec rA
12 Fi/IA-1BEF CG-47 Target ID JTID S Data J 3.%0 EGV-8 Wis 30 sec MiA
20 DDG&E-821 DDG-51 TargetID JTIDE Data J 3.%0 EGWV-8 Wis 30 sec rA

Note: Notional architecture for instructional purposes ciassirication )



Today - IER Based | KPP FYO4 - FY 06 NET READY KPP

Net Centric Operations Warfare

Current Interoperability KPP (I KPP) NCOW Reference Model Compliance
Centers around one DOD Architectural | r
Operational View (OV-3) that contains Ange]ﬁigittire
Information Exchange Requirements
(IER) . : Information
Applicable
KIPs Assurance

Measurable and Testable Net-Ready KPP

FY06 NET READY KPP FY06 and Beyond - NET READY

* Net Centric Operations Warfare
(NCOW) Reference Model Net Ready approach centers on

Compliance Central network:

« Integrated Architecture *Focus on organizational
. Key Interface Profiles (KIPs) contrlbutlo_ns and consumption
* Information Assurance of information .

l *One-to-Network paradigm

Measurable and Testable Net-Ready KPP >4
CLASSIFICATION (U)
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Complementary and Corresponding Systems
B B B EFE B FEFEERErLI

* GIG BE

« JTRS

« GCCS

* NCES

e TCS

 Crypto Modernization
e Collaboration Tools

e Horizontal Fusion

55
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Evolving the I nteroperability Key Performance Parameter

Interoperability KPP Threshold (T)

Objective (O)

All top-level IERs will be satisfied to the
standards specified in the Threshold
(T) and Objective (O) values.

designated critical

100% of top-level IERs

100% of top-level IERs

<>» 00 -

JTRS FCS
Internal growth capacity

Set modes/ capabilities/ configuration via net
Retransmit/Crossband/waveform supportable
Field time/critical waveforms

Operate designated # of channels at same time
Scaleable Networking Services

System Network Interoperability

Net-Centric Operations and Warfare (NCOW) Reference Model
Operational Concept Graphic (OV-1a)

Other Invbbubonal . —

o i 8 %9 E
i wjf;““ el Ha-
Testelligemee =, - i, L O
A r
Papeonnal L \ :
¢ Net-Centric Information Envirormment “'"“Efm

(Drata Sharing Strategy and Enterprise Services)

SOUTUWOZIZ0OH

£i¥ «Tser Assistaneoe  * OT0Eroation *COT Bervices ﬂ"‘
AgsOrance’
w * Cnllahoration Security = Mediation ;ﬂ?
i 't + Dilscovery * Enterprise * Applicati ons .'I
Hervices I
*r + Mmssnging Management T age .
nt Recut: \_5_*_.’
e Global Information Grid P &
n N . {GIG} = i eI
Gl s = = - Maritime Assuie
R =R wersin 0.3
. Integrated
4 information  NCOWRM , EIEE GIG
i Assurance Compliant KIPs
Pillars p! Products

Joint Interoperability
Networked Battle Command
Network lethality
Transportability
Sustainability/Reliability

Training
Survivability
Business Domains Expedient Warfighter Domains
COls -
Users . | Command Force
Installations & Control Application
‘_‘ Acquisition/ - Fiuman !
Environment ~ Resources ] :
Procurement Protection N |
E_ ! Suatcoigy Rnance I Domain
Logistics Planning | |Accounting Focused [ Battlespace
& Budget | Operations Logistics Awareness

\/

Applications Enterprise Mediation Discovery Security
.
Key Interface >
Messaging - User Storage
A | -
Key Interface >
Net Centric Enterprise Services (NCES) %
ob

N Key Interface

CLASSIFICATION (U)



CLASSIFICATION (U)

|0NS?

Quest
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QA

BACKUPS
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JITC Testing Process

Acguisition Process
B B B B B B EErn

DoD 5000
MS A MS B MS C
! ! ! | INITIAL
| | i | OPERATIONAL
: CAPABILITY

Technology System
Development Development
& Demonstration

Production
& Deployment

Concept
EIEE

ACTDs/COTS

System Concept
JITC TASKINGS

Technical Solution + System Integration System Fielding

ICD [
ORD/CDD/Cieb
TEMP o

-—-+--t+--——----—-

Early Test Support

Standards Conformance
Cll Certification

Recertification
Legacy Certification

Life-Cycle Support

-___________.___.__..__ L
9 0-0-¢-——-0-O--————-—-

S
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JITC Testing Process
Lifegcle Certification Process
B B B B B EEEEII
Capability DT / Standards Conformance, Operational
Certification OT&E, and Interoperability Verification
Certification
New Capability Recertification/
Renew Feedback
< «—
l v
Interoperability Certification

Capability
Documents

DT/ Operational Production/ Life
Standards == Test & == Fielding === Cycle
Conformance Evaluation Decision Support

Non-Traditional Acquisition Process Feedback
(ACTD / COTS)
60
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Joint Interoperability Test

Certification Process.
[ NN N I O NN B BN A

e |[dentifying requirements/capabilities.

e Developing certification approach (planning).
e Testing & Evaluating.

e Certifying and other status reporting.

61
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JITC interoperability products

e Standards Conformance Certification. Issued after technical
testing against published standards to describe the degree of
conformance to that standard (e.g., conformance to MIL-STD-
188-181 (DAMA SATCOM). A standards conformance
certification is not sufficient to allow fielding. Additional testing
may be required to determine compliance with standards
profiles.

e Joint Interoperability Assessment. Issued following
interoperability testing (OAs, JITC compatibility and
interoperability assessments) to provide feedback concerning
interoperability strengths and weaknesses when a certification is
not appropriate. An interoperability assessment is not sufficient
to allow fielding.

e OT Readiness Review (OTRR) Interoperability Statement. JITC
Input, as appropriate, to the OTRR assessing whether a system is
ready for OT from an interoperability perspective.

e Joint Interoperability Test Certifications: All JITC
interoperability test certifications expire upon changes that may
affect interoperability. Additionally, all certifications expire

three years from date of issue. 62
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Documents Hierarchy
B B B R R R

« DODD 5000.1 Defense Acquisition System (POLICY)

 DODI 5000.2 Operations of the Defense Acquisition System
(IMPLEMENATION)

« DODD 4630.5 Interoperability and Supportability of Information (IT)
and National Security Systems (NSS) (DIRECTIVE)

 DODI 4630.8 Procedures for Interoperability and Supportability of
Information Technology (IT) and National Security Systems (NSS)
(IMPLEMENTER)

« DODD 8500.1 Information Assurance (IA) (DIRECTIVE)

« CJCSI 3170.01C Joint Capabilities Integration and Development
System (POLICY and PROCEDURE)

« CJCSI 6212.01C Interoperability and Supportability of Information
Technology (IT) and National Security Systems (NSS)
(INSTRUCTIONS and IMPLEMENTATION)

63
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Enforcement
[ NN N I O NN B BN A

o If a program/system fails to meet certification
requirements, the J-6 will not validate the program
and will recommend the program not proceed to the
next milestone and that funding be withheld until
compliance is achieved and the program/system is
validated. The J-6 will make this recommendation to
the USD (AT&L), USD (P), USD (C), ASD (NIl), the
MCEB, and the JROC. The J-6 will also request that
the program/system be added to the DOD 4630.8,
Interoperability Watch List (IWL).

64
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