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What | plan to talk about

Introduction to The Open
Group
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The Open Group Is ..

A global consortium committed to delivering greater
business efficiency by bringing together buyers and
suppliers of information technology to lower the time, cost
and risk associated with integrating new technology across
the enterprise.
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The Open Group — What we Do
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Work with customers to capture, understand and address
current and emerging requirements, establish policies and
share best practices;

Work with suppliers, consortia and standards bodies to
develop consensus and facilitate interoperability, to evolve
and integrate open specifications and open source
technologies;

Offer a comprehensive set of services to enhance the
operational efficiency of consortia; and

Develop and operate the industry’s premier certification
service and encouraging procurement of certified
products.
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Messaging Forum - Mission

Maintain and enhance the effectiveness of
electronic mail for inter-personal
communication and as a backbone for
eBusiness

Focus on security
Authentication
Authorization
Encryption
Non Repudiation
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Compliance Issues
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General Issues

Most regulations relate to documents
e-Mail is considered to be a document

Status of other forms of messaging is currently
not clear

Implications on e-Malil Systems
Data Retention

Privacy

Security
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Some Example of Relevant
Legislation

Sarbanes-Oxley

Civil Rights Act of 1964
Americans with Disabillities Act
SEC 17a/NASD 3010

EU Directive 2002/58/EC
Can Spam

HIPAA
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Sarbanes-Oxley

Primarily focussed on issues relating to
company audit

All documents supporting financial
transactions must be retained for 5 years

Applies to US Public Companies only
Sets the standard for all companies
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Employment Law

Retention of personnel records for 1 or more
years

Civil Rights act of 1964
Americans with Disabilities Act
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SEC 17a/NASD 3010

Requires retention of documents

Preserve electronic communications for 3/6
years

Business of the firm
Inter-office memoranda and communication

For 2 years in an accessible place
Indexing requirements

Relates to Broker-Dealers
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SEC 17a/NASD 3010

Non rewriteable, not-erasable
Automated integrity
Serializations

ndexing

Data accessiblility, how/when
Redundant preservation
Audit record
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EU Directive 2002/58/EC

Broad ranging directive on privacy and
electronic communications

Enshrined in legislation in all European
countries
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EU Directive 2002/58/EC

20 October, 2005

Generalized. Includes all aspects of
electronic communications (e.g. telephony,
fax, emall, instant messaging)

Broad in scope (security, confidentiality,
retention of traffic data, billing, location
Information, directories and unsolicited
communications)

Pragmatic (takes into account the way
technology actually operates)
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EU Directive 2002/58/EC - Coverage

Directories
Advance notification, right to be excluded
Mechanism to correct
Unsolicited communication
e-Mail, Telephone, FAX, SMS etc.
Opt-in mechanism
Concealing originator
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Can Spam Act (2003)

Prohibits Effectiveness is Limited
False or misleading Commercial e-Mail only
headers Excludes transactional or
Use of relays to disguise relationship messages
origins
Misleading subject lines

Requires

Clear opt-out mechanism
Valid street address

Warning labels on
sexually oriented material
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HIPAA
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The Privacy Rule protects all "individually
identifiable health information” held or
transmitted by a covered entity or its business
associate, in any form or media, whether
electronic, paper, or oral. The Privacy Rule
calls this information "protected health
Information (PHI)."
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HIPAA
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A covered entity must make reasonable
efforts to use, disclose, and request only the
minimum amount of protected health
Information needed to accomplish the
Intended purpose of the use, disclosure, or
request.50 A covered entity must develop
and implement policies and procedures to
reasonably limit uses and disclosures to the
minimum necessary.
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HIPAA

Implications
Authentication
Encryption
Data retention policies
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Don’t Forget “Common Law”

Duty of care
Equity
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Government Policy

Not strictly Regulation but has similar impact

Places constraints on companies doing
business with (parts of) (US Federal)
Government
DoD ECA Program
Mandates secure communication with US DoD
Without it no business for Defense Contractors
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What | plan to talk about

What does this mean
for buyers and suppliers
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e-Mail — The Challenge

The e-Mall system is mature
Stretched beyond original design goals

The e-Mail system is generic

Capable of carrying any payload
Including Business Critical documents

The e-Mail system is broadly deployed
Resistant to change

Nobody now fully understands how the existing
Internet e-Mail system operates
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What are the problems for
suppliers

Conflicting regulations
Geographic (e.g.)

In US you MUST take steps to prevent
Inappropriate materials reaching users

In Europe you MUST NOT examine private e-
mails

Industry specific

Different industries have different regulations
on data retention, encryption etc.

Leads to a fragmented market
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What are the problems for buyers

Conflicting demands
Lots of products, conflicting claims

Generic products
Poor usability
High costs of management
Vendor lock-in, accidental, deliberate
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What are the problems for buyers

Very difficult to implement a policy in an enterprise e-
mail system

Free standing system with no inherent integration with
Information management systems

e-Mail stored at multiple locations
Central message store
Mailbox(es) on mail client
Local copies

Diverse traffic

Not all messages need to/can be handled in the same
way

Multiple media, multiple channels
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Solutions are available

Message Retention

Products are available
that will store
messages

e-mail specific

linked to enterprise

document
management

There are no standards

In this area
Risk of vendor lock-in
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Mechanisms to comply
with message retention
regulations

Store everything

End user defines what
IS to be stored

Bayesian filters

tHE ( )pen Group



Why not just Delete e-mails as a matter
of policy

You MUST adhere to record retention regulation

It is actually difficult to ensure that ALL copies of an
a-mail are deleted

Presumption of guilt, even if policy in place long
before any court case

You may need access to documents for legal action
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Authentication Options
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Value/Cost Balance
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Encryption Options
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PKI - The original model
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Spam Control Options
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What can we do about Spam?
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Current state of the art is Spam filtering

Each mall is scored against a number of
criteria and mail that exceeds a certain score
IS treated as Spam

Criteria includes
Examination of the header
Examination of the contents
Examination of the source
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What | plan to talk about

HIPAA — A Case Study
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Mass Health Data Consortium
Requirement

HIPAA requires best endeavors to protect Private
Health Information

In practice, this means encryption of e-mail over public
networks

Currently, this does NOT mean authentication of
sender

Gateway to gateway encryption of e-mail is a suitable
solution

Satisfies HIPAA

Is practical within existing capabilities of Healthcare
Companies
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Secure Messaging Gateways

In early 2002, MHDC held an interoperability
trial

Different implementations of the S/IMIME
Gateway specification did not work together

Technology was tweaked to achieve
Interoperability .. on one occasion

The changes did not make It into products
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Certification — The Objective
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Certification —

he Open Group
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S/MIME Gateway Profile

Mandates a small number of optional features
In the S/IMIME specification, including

Common encryption mechanism
Naming conventions

Defines a mechanism for exchange and
Installation of keys

Sighed e-mail to a standard e-mail address

Manual step to authenticate sender is
acceptable
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Indicators of Compliance

Requirement to test with two other systems

Simple menu of tests including key exchange
and exchange of encrypted messages

Informational statement relating to
Implementation of features beyond the basic
profile

Conformance Statement
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Value of the Program

To Users To Vendors
Guarantee that Market for conformant
products will work products
together Single target, rather
Resolution process if than different profiles
there is a problem for different customers

Obligation on vendors
to address problems
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What should | do next
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What should | do next?

Make sure you understand all of the regulations that apply to
your business

Understand the business justification for proposed changes to
your existing system

Regulatory compliance is part of overall business risk
management, not a separate subject in its own right

e-Mall is a complex system .. integrate into your enterprise
IT architecture

Have a clear and published corporate e-Mail policy

Look for other companies that have the same needs .. buyers
working together have influence over vendors

Where there are standards build conformance into procurement
contracts to minimise the negative impacts of vendor lock-in
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Corporate e-Mail Policy

Visible and accepted by all employees
Visible policing and credible sanctions

Typical contents
Message retention/deletion
Allowable use
Private e-Mall
Relaying
Use of outside service providers
Right of enterprise to inspect e-Mall
Encryption, outgoing/incoming
Sender authentication
List management
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Summary

Lots of regulations and laws apply to e-Mall
Current e-Mail systems are policy unfriendly

There are lots of companies around ready to
help you

At the end it Is your responsibility
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