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Agenda

� Threats, vulnerabilities, attack types

� Business requirements affecting security

� Technological shifts

� Work to be done

� Open Group security activities

� Security Forum

� Jericho Forum

� Real Time and Embedded Systems Forum



IT Security Failures Abound…

Insiders

• Symantec survey, 79% take data 

upon leaving company

• Mass propagating 

worms and viruses
• Targeted attacks at high-

value targets
• Class action suits in 

large breaches



Vulnerabilities

IBM ISS Xforce 2008 Annual Report



Creating Secure Software



Threats & Attackers, Then and Now

� Then: � Now:

� Profit motivated criminals

� Global, leverage freely 

available tools

� Sophisticated attackers and 
attacks



Endpoint Attacks

� Spam is increasingly used as an attack 

vector, to drive victims to websites that will 

drop malware on victim’s PC

� Multiple objectives, including phishing attacks 

to extract confidential account information, 
financial fraud, trojan and sniffer programs, 

and to add to botnets and use as spam 
delivery agents



DDoS Attacks

� Use Botnets of 
compromised PC’s to flood 

traffic at target websites

� Politically motivated 

attacks against Estonia, 

Georgia, US sites

� Extortion/protection 

against e-commerce sites, 
including onsite gambling 

operations, with DDoS as 
the threat 



Website Attacks

� Retail example: Heartland, TJX, 7-eleven, Hannaford, 
Dave & Buster’s

� Impact: 130M+ credit card records stolen, extensive credit 
card fraud, massive costs to banks to reissue cards

� Attack Methodology:
� They identify Web sites that are vulnerable to SQL injection. They appear to target 

MSSQL only.

� They use "xp_cmdshell", an extended procedure installed by default on MSSQL, to 
download their hacker tools to the compromised MSSQL server.

� They obtain valid Windows credentials by using fgdump or a similar tool.

� They install network "sniffers" to identify card data and systems involved in 
processing credit card transactions.

� They install backdoors that "beacon" periodically to their command and control 
servers, allowing surreptitious access to the compromised networks.

� They target databases, Hardware Security Modules (HSMs), and processing 
applications in an effort to obtain credit card data or brute-force ATM PINs.

� They use WinRAR to compress the information they pilfer from the compromised 
networks.



Emerging Threats 



Cyber Security



Cyber Warfare

� 2007 attacks on Estonia, by Russian hackers

� Continuous attacks on US government 

institutions, attacks originating in China

� Recent DDoS attacks on US and UK 

government agencies and suppliers, attributed 

to N. Korea



New Technologies Causing Security 
Concerns

� SOA

� Web 2.0

� Consumerization of IT, mobile devices

� Virtualization

� Cloud computing



Confidentiality…Integrity… Availability?
Social site Ma.gnolia.com suffered catastrophic 
failure (1/09), rendering all users' data 
irrecoverable. Backup facility wasn’t setup properly, 
was never tested.

Cloud Security and Risks to CIA 



Web Apps and Web 2.0 Risk

� Web application security issues (XSS, SQL   
injection, CSRF, and others)
� Web 2.0 technologies (AJAX, REST, JSON, 

RSS), security vulnerabilities categories include:
•Insufficient authentication controls
•Cross Site Scripting

•Cross Site Request Forgery

•Phishing

•Information Leakage
•Injection Flaws

•Information integrity

•Insufficient anti-automation



Business Requirements Affecting 
Security

� Greater access for non-employees

� E-commerce

� Collaboration

� Downsizing

� Outsourcing
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� Status quo is location-
centric security

� Protection placed at the 
edge or perimeter of the 

network 

� New threats and threat 
vectors = new security 

point solutions

� Consequence is that there 

are now over 1,000 
vendors of security point 

solutions…

Traditional Security Architectures



Security Industry Response to 
Application Development Innovation…



Narrow Problem View, Narrow Solution 
Scope



Security Industry: Part of the Problem

� The “security industry” is part of 

the problem

� 800 vendors, 30 to 50 different 

product niches

� Vendors claiming to be “silver 

bullets” or “magic elixirs” for 

various problems

� Little independent information 

on actual control effectiveness



How Bad are Things, Really?



Some Positive Developments…

� Breach notification laws (45+ states) have 
heightened interest in and funding for IT security 

initiatives

� PCI DSS is maligned by many, but has undeniably 

“raised the floor” for IT security among retailers

� Microsoft’s security focus and SDL are improving the 
security of their Os’es and other applications

� In the US there is starting to be recognition that 
there’s a government role to be played in improving 

IT security, 5 bills being worked involving IT security



General Issues

� Too much data, not enough usable information

� No actuarial information on security attacks, incidents

� No independent information about controls 

effectiveness

� Debate over risk-based vs. best practices 
approach

� Incentives for secure software products aren’t 

there
� “take your best shot with a prototype, immediately get it to market, iterate quickly”

Guy Kawasaki, The Art of the Start

� SW license agreements are purely one sided
� “By clicking the “I agree” button..you are agreeing to act as crash test dummies 

without any chance of holding the software manufacturer to account for injuries, 

harm, damage, or loss” David Rice, Geekonomics 



Specific Areas for Improvement

� Training software developers in secure coding, 

SDL, critical to developing secure web apps

� Prioritizing, selecting appropriate security 

controls- need more information about which 

security controls work, which don’t

� Making information security management less 

art and more science, maturity models & metrics

� Tying information security to business objectives

� Easing the burden of risk, compliance, and audit



Security Forum Vision & Mission

� The Open Group: Boundaryless Information Flow, achieved through 
global interoperability in a secure, reliable and timely manner

� The Open Group Security Forum: To facilitate the rapid development 
of secure architectures supporting boundaryless information flow
through:

� Development of industry standards, either independently or through co-operation 

(adopt, adapt, publish)

� Developing guides, business rationales & scenarios, use cases

� Developing reference and common system architectures, and support services

Dept. Work & Pensions, UK



Audit, Compliance, Risk Initiatives

� Audit & Logging: Update to XDAS standard, 

aligning with MITRE CEE

� ACEML compliance standard, to automate 

compliance configuration and reporting

� Risk Management

� Risk Taxonomy Standard, and Risk Assessment 

Methodologies – Technical Guide published

� Cookbooks for use of Taxonomy Standard with 

COSO, ISO, Octave, and other frameworks – in 
process



Architecture Initiatives

� Collaboration Oriented Architecture 
Reference Architecture in TOGAF

� Enterprise Security Architecture

� Updating the NAC Enterprise Security 

Architecture document



Other Initiatives…

� Trust Framework

� New project targeting how to architect for 

managing trust , includes components on 
Information Classification, Business Impact 

Levels, Impact Sensitivity, Control Stratification

� SOA Security Guide

� Joint work with SOA Forum, producing a 
technical guide to securing SOA
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Jericho Forum

� Thought leadership around  de-perimeterization, guidance 
as to what to do about it

� Publications:
� Commandments, position papers, Collaboration Oriented 

Architecture Framework, Cloud Cube Model

� New Mission/Vision:
� Secure Collaboration in Cloud Computing

� New projects:
� COA (Security) Reference Architecture for TOGAF, COA Framework 

standard, Cloud Use Cases: business scenarios
� “Commandments” Self Assessment Scheme
� Security requirements in Cloud Computing
� Identity & Access Management in de-perimeterized environments

� New Liaison – Cloud Security Alliance
� www.cloudsecurityalliance.org



Some Members of Jericho

http://www.jerichoforum.org/
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Real Time and Embedded Systems Forum Security 
Activities

� Secure Operating Systems
� Multiple Independent Level of Security 

(MILS) 
� Significant MILS work ongoing in the Real 

Time Forum to remove barriers to adoption, 
and accelerate progress

� Software assurance activities



Summary

� IT security is undergoing a profound transformation in 
threats, business drivers, and consequently in security 
architectures 

� Moving away from perimeter-based security models 
towards information-centric security

� Customers and vendors need help in sorting out what this 
shift means, and what to do about it

� The Open Group (Security Forum, Jericho Forum, and Real 
Time & Embedded Systems Forum) develops standards, 
frameworks, and guides that educate, inform, and accelerate 
the market for secure IT systems that deliver information-
centric security

� We encourage your participation in this critical work



Resources

� Recommended IT Security Reading:

� Geekonomics, The Real Cost of Insecure Software, David Rice

� Security Forum: www.opengroup.org/security

� Jericho Forum: www.opengroup.org/jericho

� Real Time & Embedded Systems Forum: www.opengroup.org/rtforum/

� Risk Taxonomy Standard: http://www.opengroup.org/bookstore/catalog/c081.htm

� Technical Guide to Risk Assessment: http://www.opengroup.org/bookstore/catalog/g081.htm

� ACEML draft standard information: http://www.opengroup.org/projects/security/ace/



Questions?

Jim Hietala, VP, Security, The Open Group

Http://www.opengroup.org/security
e-mail: j.hietala@opengroup.org
Twitter: jim_hietala


