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Agenda

Secure Mobile Architecture Working Group
Mobile Management Forum

o Setting the Stage for a Secure Mobile Architecture

tHE ()pen GROUP

History of 2G, 3G, and 4G
History of WLANS

Convergence of Cellular and WLANS

 Requirements for a converged Secure Mobile
Architecture

 Principles of a Secure Mobile Architecture
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2000/2001 Deployment Scenarios

THE Opﬁﬂ GROUP
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Mobile Management Forum

 Evolution of BG -- 3. 56 and 4G programs
— Licensed spectrum
— Wide area
— High Mobility support -- vehicular speed mobility (and higher)
— 20 - 200 Mbits/sec per sectored cell per channel

« Hybrid: Digital Broadcast (DVB-T, DAB) outbound, cellular inbound
— European discussions as a near term Telematics application

« W-LAN as Lower Mobility fill-in
— Inside - out deployment scenarios
— EU program: 4G = 3G + HIPERLANZ2 —> 3G + IEEE 802.11
— “Seamless mobility” between access networks
— Seamoby
— Use of unlicensed spectrum
— Less geographic coverage per base site

www.mmforum.org



meOpenaoe BFO@ADANM Wireless Roadmap

... enabling enterprise integration Secure Mobile Architecture Working Group

Mobile Management Forum
WLAN

3GPP

> 26 >>2-SG P36 3sc e
MAP MAP, V ETF, V, MM
ckt sw ATM IP core IP core

|Mode
WAP 1.0

www.mmforum.org



Cellular Devices

Secure Mobile Architecture Working Group
Mobile Management Forum

tHE ()pen GROUP
... enabling enterprise integration

Kyocera
MOd el Proge s
6035 o i _ Microsoft “Stinger” Phone
Palm OS poisss WinCE
=] Settings
CDMA gf;;f"“ CDMA
ol _iDebug Apps
Kyacera's %
Srnartphone Han d S D r| n q
Visor
) Palm OS
= -
{ Neopoint  |EEE 802.11b, Bluetooth,
| 2000

y Visor!

PC-EPhone

- CDMA senrne

' Convergent
PC-EPhone
WInCE

CDMA

www.mmforum.org



mE(\f}/gQ&JUJS New With 3G/WLAN Devices
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Devices Increased speed
Screen sC:ze, storage capability Faster File download / WEB browsing
mproved Better Graphics
Multi-media

) . . Improved mobile internet experience
Video (stills and clips) P p

Music (download, store and play) www.mmforum .org
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Upgrade costs as a percent of 2G network cost.

3G 1X | 3G 1X-EV
15%* - 60%

Source: Yankee Group Time
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http://www.itu.int/imt/what_is/roadta/index.html
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Handheld

é Handhld

PDA/Phone

Boeing Intranet
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WLAN History

Secure Mobile Architecture Working Group
Mobile Management Forum

tHE ()pen GROUP

1997 Standard 802.11 1 and 2Mbps

1999 Standards 802.11a (54Mbps) and 802.11b (11Mbps)

802.11b Growth is astronomical (on the order of the Web growth)

Microsoft Campuses (3700 APs and 37,000 PCMCIA cards)

Boeing has approximately 1000 APs

Security and QoS is being worked (802.11i and 802.11e)

* Radio Resource Measurement and High Throughput 802.11a in study
groups

www.mmforum.org



Boeing Wireless Railroad Chart
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3.1-10.6GHz x >100Mbps UWB

5.15 GHz x 100 Mbps DFS & TPC
Cisco

BENTAG

5.15GHz x 54Mbps
Cisco (802 11a)
2.4GHz x 24Mbps Cisco (802.119)

2.4 GHz x 11 mb (802.11b) Cisco/50,000 potential Boeing users (laptops+HPDAs), 1,000 APs deployed

2.4 GHz x 1&2Mbps |EEE 802.11 -

2.4 GHz x 11Mbps IEEE 802.15

2.4 GHz x 1Mbps IEEE 802.15
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Mobile Collocation Comm Technologies
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Mobile Collocation Comm Technologies
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Convergence of Cellular and WLAN
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Convergence of Cellular and WLAN - Projects
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* Project Rainbow — AT&T Wireless, Verizon, Intel, IBM,
Cingular

» Voicestream — TMobile WLANSs
e Sprint?

e Boingo — from wireless LAN to VOIP Service Provider

www.mmforum.org



Seamless Mobility Deployment

THE Opﬁﬂ GROU

GOAL: Distributed IP-based Infrastructure With Rapid Seamless Service Deployment
— Plug ‘N Play Access Elements
— Mobility Across Access Domains / " End ﬁ\/—\ 42N \
Host IP based End

— Multimedia, Voice, Data L
Backbone w/

— Lower Costs
Enhanced Protocols

APPROACH:

Embrace Peer-to-Peer Networking

Functionality into End Points &
Internet Protocols

Access Points Become
IP-Addressable Gateways

W-LAN
Broadband Infrastructure
Recent Developments

* Research Architecture and Requirements Overview document
» |ETF Activities - Underway
— Standardization of IP enhancements required
— Leadership in some key IEEE 802.11/IETF Working Groups

Resulting Capabilities
— Seamless services between W-LAN Enterprise and wide area environments
— Seamless integration of private system communications, including W-LAN
— Little distinction between IP-based wireless and wired applications

www.mmforum.org
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tHE ()pen Group
... enabling entemprise integration

Secure Mobile Architecture Working Group
Mobile Management Forum

Distinct Regimes

L

ﬁmsparent Regime Selection

7
AL

})
\_ ---------

Protocol-based Transparency



Single Transition Vision
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Wireless Voice and Data Technology Overlay
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Coverage Overlap

International
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Boeing Campus and In-Building
Wireless Local Area Networks
(WLANS)

Boeing Wireless Personal - ¥ SN
Area Networks (WPANS) WPAN WEAN, VEAN. WPAN www.mmforum .org



Mobile Wireless Coverage Relationships
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International Satellite 2.4-64 Kb/s

PCS CDMA 14 Kb/s -2 Mbls Q

O www.mmforum .org



CDMA & WPAN Wireless Vision
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Telecom & Intranet
Networks

(PCMCIA)
WPAN Radio

- e Two Way Paging,

Planned Security Envelope Nyessaging & email

\

Digital Voice,
Paging, Messaging,,

& e-mail
-



5 WLAN Wireless Vision
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Inter-RAT Handoff Matrix
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HANDOFF

to RAT
802.11a

802.11b

802.11g

HL2

MMAC

Bluetooth

W-CDMA

CDMAZ2K

GPRS

from
RAT

802.11a

N/A

802.11b

N/A

802.11g

N/A

HL2
MMAC
Bluetooth
W-CDMA
CDMA2K
GPRS

N/A

N/A

N/A

N/A

N/A

N/A

« | 6 different Handoff|scenarios to analyze for intra-802.11 operations.
« |12 additional Handoff scenarios to analyze for WIG interworking.

* |24 additional Handoff scenarios to analyze for other identified wireless
data RATS.

 There may be certain reasons why some of these scenarios are not
practical to standardize.

* Priorities and consensus scheduling needed to address completion of
worktasks for each new RAT addressed by 802.11.

www.mmforum.org



Requirements
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* Policy Enabled

e Secure (AAA at least 2 level authentication)
 Seamless Cellular MAN/WAN to WLAN

« Common Information Model

 Macromobility

e Directory-Enabled Network + Real Time Mobility Info
e Discovery

e Event Handling

 Infrastructure for Radio Integration (Software Defined
Radios)

www.mmforum.org



Secure Mobile Architecture Requirements
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 Mobility management with both the server (Session
Management) and protocols

« A secure protocol set to make seamless mobility viable

 Policy-based secure selection process for which location,
network entitlements, bandwidth are delivered

www.mmforum.org



Issues
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Privacy

Address transparency (E.164 to IP address)

Mobile Security

Lack of consensus on information model and how to
use it

« Existing focus on static networks

 Mobile Network Architectures

* Network Management of Mobile Devices and Mobile
Networks

e Mobile VOIP

e QO0S In the Mobile Environment

www.mmforum.org



Executive on the Move Requirements
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e Secure Communications over:

WLAN in office (is there a PAN in the office?)

Cellular in taxi

Airport Airline Lounge WLAN

Airport Infrastructure WLAN

Airplane WLAN

www.mmforum.org
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Converged Cellular/ WLAN Experience

THE Opﬁﬂ GROUP

... @nahling enterprise integration
;‘L/“ Workplace

Secure Mobile Architecture Working Group
Mobile Management Forum

Content &
iIces

8 (Enterprise)

Personal

Portal

Carrier/
Provider
Network

Home
Vehicle

www.mmforum.org



Converged Cellular/WLAN Infrastructure

tHE ()pen Group
... enabling enterprise integration I
Base Roof - -

Node Top
RF Unit  Unit
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Multi-Layered Security
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NetMotion Mobility

Kerberos, Active
Directory, NTLM,
PKI, RADIUS

Roamable IPSec™,
plus AES, Twofish,
3DES, DES

Corporate
Intranet

\

Access
Networks

MAC Filtering,
802.1x, EAP
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Secure Mobile Architecture Vision
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Principles
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 |IP Only

 Policy-based

e Session Security

« AAA based on Standards-based Network Statistics

« SIP

« Personal Firewall on Every Device

 Host Identity Payload (HIP) —like (moving away from
security based on MAC and IP address)

 Network Statistics are Standards-based

« Maximum data rate available

« WLAN (Hotspot+Hotzone) and WAN (MAN+Satellite) are
Mobile

www.mmforum.org



Secure/Mobile Vision

Boeing
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Security in Secure/Mobile
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AAA

Authentication (strong)
Authorization (governmental, enterprise, personal)
Accounting (ISP, WISP, Cellular, Enterprise, Chargeback)
ldentity
|ldentity Management
HIP
Certificates

HW
SW

Policies
COPS
RBAC (simple roles)
Personal Role — manage own security (with guidelines)
Governmental Role — government manages security
Enterprise Role — enterprise manages security
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Mobility in Secure/Mobile
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Mobile

Roaming across WLAN cells in a hotzone
Roaming from hotspot to cellular or 3GPP
Roaming from hotzone to cellular or 3GPP based on cost

www.mmforum.org



Conclusions and Recommendations
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Secure Mobile Architecture undertaken with The Open Group

Directory-Enabled Network (DEN) undertaken with DMTF

Radio Resource Measurement undertaken with IEEE 802.11

WLAN Security undertaken with IEEE 802.11.

WLAN Secure IAPP undertaken with IEEE 802.11f

Wireless Architecture under the Boeing WTWG

VOIP Architecture under the Boeing VOIP TWG
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